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SCHWEITZER ENGINEERING LABORATORIES, INC. 

Required Federal Contract Clauses Applicable to Purchase Orders for 
Commercial Products and/or Services 

 
 To the extent required by law or contract applicable to Schweitzer Engineering 
Laboratories, Inc. or any of its affiliates in the U.S.A. (“Buyer”), the clauses below (“Clauses”) 
shall be deemed incorporated into each Purchase Order (“Order”) issued by Buyer.  By accepting 
an Order, providing goods and/or equipment (“Articles”) or services to Buyer, or accepting any 
payment from Buyer with respect to an Order, each seller to whom Buyer issues an Order 
(“Seller”) agrees to be bound by all applicable Clauses in addition to the Order terms and 
conditions.   
 
 To the extent required by law or contract applicable to Buyer, Seller shall assume all 
obligations and responsibilities relating to the Clauses that Buyer has assumed with respect to the 
U.S. Federal Government (as such term is defined in the Order).  The defined terms used in the 
Clauses shall be interpreted accordingly with, for example, “Contractor” referring to Seller and 
“Contract” referring to the Order.   
 
 If the date or substance of any of Clause is different from the version applicable to Buyer, 
then the date or substance applicable to Buyer shall apply to Seller instead.  Buyer reserves the 
right to update, supplement, or otherwise revise this website and each Clause herein to comply 
with applicable requirements of the U.S. Government.  In the event of any conflict among the 
clauses applicable to the Order, Buyer shall determine which clause shall apply. 

 
Clauses Incorporated by Reference 

 
52.203-13 Contractor Code of Business Ethics and Conduct 
52.203-15 Whistleblower Protections Under The American Recovery And Reinvestment 

Act Of 2009 
52.203-19 Prohibition On Requiring Certain Internal Confidentiality Agreements or 

Statements 
52.204-21 Basic Safeguarding of Covered Contractor Information Systems 
52.204-23 Prohibition on Contracting for Hardware, Software, and Services Developed 

or Provided by Kasperky Lab and Other Covered Entities 
52.204-25 Prohibition on Contracting for Certain Telecommunications and Video 

Surveillance Services or Equipment 
52.209-10 Prohibition on Contracting with Inverted Domestic Corporations 
52.204-27 Prohibition on a ByteDance Covered Application  
52.219-8 Utilization of Small Business Concerns 
52.233-3 Protest After Award  
52.233-4 Applicable Law for Breach of Contract Claim  
52.222-40 Notification Of Employee Rights Under The National Labor Regulations Act 
52.22-50 Combatting Trafficking In Persons 
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52.222-51 Exemption From Application of the Service Contract Labor Standards to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment – 
Requirements  

52.222-53 Exemption From Application of The Service Contract Labor Standards to 
Contracts for Certain Services – Requirements 

52.222-54 Employment Eligibility Verification 
52.222-55 Minimum Wage For Contractor Workers Under Executive Order 14026 
52.222-62 Paid Sick Leave Under Executive Order 13706 
52.224-3 Privacy Training 
52.225-26 Contractors Performing Private Security Functions Outside The United States 
52.232-40 Providing Accelerated Payments to Small Business Subcontractors 
52.247-64 Preference For Privately Owned U.S. – Flag Commercial Vessels 

 
 

Additional Clauses Incorporated in Full 
 

52.244-6 Subcontracts for Commercial Products and Commercial Services. 

As prescribed in 44.403 , insert the following clause: 

Subcontracts for Commercial Products and Commercial Services (Jun 2023) 

(a) Definitions. As used in this clause— 

Commercial product, commercial service and commercially available off-the-shelf item have the meanings 
contained in Federal Acquisition Regulation (FAR) 2.101. 

Subcontract includes a transfer of commercial products or commercial services between divisions, subsidiaries, 
or affiliates of the Contractor or subcontractor at any tier. 

(b) To the maximum extent practicable, the Contractor shall incorporate, and require its subcontractors at all tiers 
to incorporate, commercial products, commercial services, or non-developmental items as components of items to 
be supplied under this contract. 

(c)  

(1) The Contractor shall insert the following clauses in subcontracts for commercial products or commercial 
services: 

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41 U.S.C. 3509), if the subcontract 
exceeds the threshold specified in FAR 3.1004(a) on the date of subcontract award, and has a performance period 
of more than 120 days. In altering this clause to identify the appropriate parties, all disclosures of violation of the 
civil False Claims Act or of Federal criminal law shall be directed to the agency Office of the Inspector General, 
with a copy to the Contracting Officer. 

(ii) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (Jun 
2010) (Section 1553 of Pub. L. 111-5), if the subcontract is funded under the Recovery Act. 

(iii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017). 

https://www.acquisition.gov/far/44.403#FAR_44_403
https://www.acquisition.gov/far/2.101#FAR_2_101
https://www.acquisition.gov/far/52.203-13#FAR_52_203_13
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/3.1004#FAR_3_1004
https://www.acquisition.gov/far/52.203-15#FAR_52_203_15
https://www.acquisition.gov/far/52.203-19#FAR_52_203_19
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(iv) 52.204-21, Basic Safeguarding of Covered Contractor Information Systems (Nov 2021) , other than 
subcontracts for commercially available off-the-shelf items, if flow down is required in accordance with 
paragraph (c) of FAR clause 52.204-21. 

(v) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by 
Kaspersky Lab and Other Covered Entities (Nov 2021) (Section 1634 of Pub. L. 115-91). 

(vi) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or 
Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232). 

(vii) 52.204-27, Prohibition on a ByteDance Covered Application (Jun 2023) (Section 102 of Division R of Pub. 
L. 117-328). 

(viii) 52.219-8, Utilization of Small Business Concerns (Oct 2022) ( 15 U.S.C.637(d)(2) and (3)), if the 
subcontract offers further subcontracting opportunities. If the subcontract (except subcontracts to small business 
concerns) exceeds the applicable threshold specified in FAR 19.702(a) on the date of subcontract award, the 
subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(ix) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

(x) 52.222-26, Equal Opportunity (Sept 2016) (E.O.11246). 

(xi) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C.4212(a)); 

(xii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020)( 29 U.S.C.793). 

(xiii) 52.222-37, Employment Reports on Veterans (Jun 2020) ( 38 U.S.C.4212). 

(xiv) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 
13496), if flow down is required in accordance with paragraph (f) of FAR clause 52.222-40. 

(xv)  

(A) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter 78 and E.O. 13627). 

(B) Alternate I (Mar 2015) of 52.222-50( 22 U.S.C. chapter 78 and E.O. 13627). 

(xvi) 52.222-55, Minimum Wages for Contractor Workers under Executive Order 14026 (Jan 2022), if flow 
down is required in accordance with paragraph (k) of FAR clause 52.222-55. 

(xvii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 13706), if flow down is 
required in accordance with paragraph (m) of FAR clause 52.222-62. 

(xviii)  

(A) 52.224-3, Privacy Training (Jan 2017) ( 5 U.S.C. 552a) if flow down is required in accordance with 52.224-
3(f). 

(B) Alternate I (Jan 2017) of 52.224-3, if flow down is required in accordance with 52.224-3(f) and the agency 
specifies that only its agency-provided training is acceptable). 

https://www.acquisition.gov/far/52.204-21#FAR_52_204_21
https://www.acquisition.gov/far/52.204-21#FAR_52_204_21
https://www.acquisition.gov/far/52.204-23#FAR_52_204_23
https://www.acquisition.gov/far/52.204-25#FAR_52_204_25
https://www.acquisition.gov/far/52.204-27#FAR_52_204_27
https://www.acquisition.gov/far/52.219-8#FAR_52_219_8
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title15-section637&num=0&edition=prelim
https://www.acquisition.gov/far/19.702#FAR_19_702
https://www.acquisition.gov/far/52.219-8#FAR_52_219_8
https://www.acquisition.gov/far/52.222-21#FAR_52_222_21
https://www.acquisition.gov/far/52.222-26#FAR_52_222_26
https://www.acquisition.gov/far/52.222-35#FAR_52_222_35
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/52.222-36#FAR_52_222_36
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/52.222-37#FAR_52_222_37
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/52.222-40#FAR_52_222_40
https://www.acquisition.gov/far/52.222-50#FAR_52_222_50
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/52.222-50#FAR_52_222_50
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/52.222-55#FAR_52_222_55
https://www.acquisition.gov/far/52.222-55#FAR_52_222_55
https://www.acquisition.gov/far/52.222-62#FAR_52_222_62
https://www.acquisition.gov/far/52.222-62#FAR_52_222_62
https://www.acquisition.gov/far/52.224-3#FAR_52_224_3
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title5-section552a&num=0&edition=prelim
https://www.acquisition.gov/far/52.224-3#FAR_52_224_3
https://www.acquisition.gov/far/52.224-3#FAR_52_224_3
https://www.acquisition.gov/far/52.224-3#FAR_52_224_3
https://www.acquisition.gov/far/52.224-3#FAR_52_224_3
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(xix) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 
2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 
Subtitle A, Part V, Subpart G Note). 

(xx) 52.232-40, Providing Accelerated Payments to Small Business Subcontractors (Mar 2023) , if flow down is 
required in accordance with paragraph (c) of FAR clause 52.232-40. 

(xxi) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 2021) ( 46 U.S.C. 
55305 and 10 U.S.C.2631), if flow down is required in accordance with paragraph (d) of FAR clause 52.247-64. 

(2) While not required, the Contractor may flow down to subcontracts for commercial products or commercial 
services a minimal number of additional clauses necessary to satisfy its contractual obligations. 

(d) The Contractor shall include the terms of this clause, including this paragraph (d), in subcontracts awarded 
under this contract. 

 

Prohibition of Segregated Facilities (52.222-21)  

“Prohibition of Segregated Facilities (APR 2015) 
 
(a) Definitions. As used in this clause— 
 
Gender identity has the meaning given by the Department of Labor's Office of Federal Contract Compliance 
Programs, and is found at www.dol.gov/ofccp/LGBT/LGBT_FAQs.html. 
Segregated facilities means any waiting rooms, work areas, rest rooms and wash rooms, restaurants and other 
eating areas, time clocks, locker rooms and other storage or dressing areas, parking lots, drinking fountains, 
recreation or entertainment areas, transportation, and housing facilities provided for employees, that are 
segregated by explicit directive or are in fact segregated on the basis of race, color, religion, sex, sexual 
orientation, gender identity, or national origin because of written or oral policies or employee custom. The term 
does not include separate or single-user rest rooms or necessary dressing or sleeping areas provided to assure 
privacy between the sexes. 
 
Sexual orientation has the meaning given by the Department of Labor's Office of Federal Contract Compliance 
Programs, and is found at www.dol.gov/ofccp/LGBT/LGBT_FAQs.html. 
 
(b) The Contractor agrees that it does not and will not maintain or provide for its employees any segregated 
facilities at any of its establishments, and that it does not and will not permit its employees to perform their 
services at any location under its control where segregated facilities are maintained. The Contractor agrees that a 
breach of this clause is a violation of the Equal Opportunity clause in this contract. 
 
(c) The Contractor shall include this clause in every subcontract and purchase order that is subject to the Equal 
Opportunity clause of this contract.” 
 
Equal Opportunity (52.222-26) 

Equal Opportunity (Sept 2016) 
 
(a) Definitions. As used in this clause— 
Compensation means any payments made to, or on behalf of, an employee or offered to an applicant as 
remuneration for employment, including but not limited to salary, wages, overtime pay, shift differentials, 
bonuses, commissions, vacation and holiday pay, allowances, insurance and other benefits, stock options and 
awards, profit sharing, and retirement. 
 

https://www.acquisition.gov/far/52.225-26#FAR_52_225_26
https://www.acquisition.gov/far/52.232-40#FAR_52_232_40
https://www.acquisition.gov/far/52.232-40#FAR_52_232_40
https://www.acquisition.gov/far/52.247-64#FAR_52_247_64
https://www.govinfo.gov/content/pkg/USCODE-2019-title46/html/USCODE-2019-title46-subtitleV-partD-chap553-subchapI-sec55305.htm
https://www.govinfo.gov/content/pkg/USCODE-2019-title46/html/USCODE-2019-title46-subtitleV-partD-chap553-subchapI-sec55305.htm
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/52.247-64#FAR_52_247_64
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Compensation information means the amount and type of compensation provided to employees or offered to 
applicants, including, but not limited to, the desire of the Contractor to attract and retain a particular employee for 
the value the employee is perceived to add to the Contractor's profit or productivity; the availability of employees 
with like skills in the marketplace; market research about the worth of similar jobs in the relevant marketplace; 
job analysis, descriptions, and evaluations; salary and pay structures; salary surveys; labor union agreements; and 
Contractor decisions, statements and policies related to setting or altering employee compensation. 
 
Essential job functions means the fundamental job duties of the employment position an individual holds. A job 
function may be considered essential if— 
 
(1) The access to compensation information is necessary in order to perform that function or another routinely 
assigned business task; or 
 
(2) The function or duties of the position include protecting and maintaining the privacy of employee personnel 
records, including compensation information. 
 
Gender identity has the meaning given by the Department of Labor's Office of Federal Contract Compliance 
Programs, and is found at www.dol.gov/ofccp/LGBT/LGBT_FAQs.html. 
 
Sexual orientation has the meaning given by the Department of Labor's Office of Federal Contract Compliance 
Programs, and is found at www.dol.gov/ofccp/LGBT/LGBT_FAQs.html. 
 
United States means the 50 States, the District of Columbia, Puerto Rico, the Northern Mariana Islands, 
American Samoa, Guam, the U.S. Virgin Islands, and Wake Island. 
 
(b)(1) If, during any 12–month period (including the 12 months preceding the award of this contract), the 
Contractor has been or is awarded nonexempt Federal contracts and/or subcontracts that have an aggregate value 
in excess of $10,000, the Contractor shall comply with this clause, except for work performed outside the United 
States by employees who were not recruited within the United States. Upon request, the Contractor shall provide 
information necessary to determine the applicability of this clause. 
 
(2) If the Contractor is a religious corporation, association, educational institution, or society, the requirements of 
this clause do not apply with respect to the employment of individuals of a particular religion to perform work 
connected with the carrying on of the Contractor's activities (41 CFR 60–1.5). 
 
(c)(1) The Contractor shall not discriminate against any employee or applicant for employment because of race, 
color, religion, sex, sexual orientation, gender identity, or national origin. However, it shall not be a violation of 
this clause for the Contractor to extend a publicly announced preference in employment to Indians living on or 
near an Indian reservation, in connection with employment opportunities on or near an Indian reservation, as 
permitted by 41 CFR 60–1.5. 
 
(2) The Contractor shall take affirmative action to ensure that applicants are employed, and that employees are 
treated during employment, without regard to their race, color, religion, sex, sexual orientation, gender identity, 
or national origin. This shall include, but not be limited to, (i) employment, (ii) upgrading, (iii) demotion, (iv) 
transfer, (v) recruitment or recruitment advertising, (vi) layoff or termination, (vii) rates of pay or other forms of 
compensation, and (viii) selection for training, including apprenticeship. 
 
(3) The Contractor shall post in conspicuous places available to employees and applicants for employment the 
notices to be provided by the Contracting Officer that explain this clause. 
 
(4) The Contractor shall, in all solicitations or advertisements for employees placed by or on behalf of the 
Contractor, state that all qualified applicants will receive consideration for employment without regard to race, 
color, religion, sex, sexual orientation, gender identity, or national origin. 
 
(5)(i) The Contractor shall not discharge or in any other manner discriminate against any employee or applicant 
for employment because such employee or applicant has inquired about, discussed, or disclosed the compensation 
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of the employee or applicant or another employee or applicant. This prohibition against discrimination does not 
apply to instances in which an employee who has access to the compensation information of other employees or 
applicants as a part of such employee's essential job functions discloses the compensation of such other 
employees or applicants to individuals who do not otherwise have access to such information, unless such 
disclosure is in response to a formal complaint or charge, in furtherance of an investigation, proceeding, hearing, 
or action, including an investigation conducted by the employer, or is consistent with the Contractor's legal duty 
to furnish information. 
 
(ii) The Contractor shall disseminate the prohibition on discrimination in paragraph (c)(5)(i) of this clause, using 
language prescribed by the Director of the Office of Federal Contract Compliance Programs (OFCCP), to 
employees and applicants by— 
 
(A) Incorporation into existing employee manuals or handbooks; and 
 
(B) Electronic posting or by posting a copy of the provision in conspicuous places available to employees and 
applicants for employment. 
 
(6) The Contractor shall send, to each labor union or representative of workers with which it has a collective 
bargaining agreement or other contract or understanding, the notice to be provided by the Contracting Officer 
advising the labor union or workers' representative of the Contractor's commitments under this clause, and post 
copies of the notice in conspicuous places available to employees and applicants for employment. 
 
(7) The Contractor shall comply with Executive Order 11246, as amended, and the rules, regulations, and orders 
of the Secretary of Labor. 
 
(8) The Contractor shall furnish to the contracting agency all information required by Executive Order 11246, as 
amended, and by the rules, regulations, and orders of the Secretary of Labor. The Contractor shall also file 
Standard Form 100 (EEO–1), or any successor form, as prescribed in 41 CFR part 60–1. Unless the Contractor 
has filed within the 12 months preceding the date of contract award, the Contractor shall, within 30 days after 
contract award, apply to either the regional Office of Federal Contract Compliance Programs (OFCCP) or the 
local office of the Equal Employment Opportunity Commission for the necessary forms. 
 
(9) The Contractor shall permit access to its premises, during normal business hours, by the contracting agency or 
the OFCCP for the purpose of conducting on-site compliance evaluations and complaint investigations. The 
Contractor shall permit the Government to inspect and copy any books, accounts, records (including 
computerized records), and other material that may be relevant to the matter under investigation and pertinent to 
compliance with Executive Order 11246, as amended, and rules and regulations that implement the Executive 
Order. 
 
(10) If the OFCCP determines that the Contractor is not in compliance with this clause or any rule, regulation, or 
order of the Secretary of Labor, this contract may be canceled, terminated, or suspended in whole or in part and 
the Contractor may be declared ineligible for further Government contracts, under the procedures authorized in 
Executive Order 11246, as amended. In addition, sanctions may be imposed and remedies invoked against the 
Contractor as provided in Executive Order 11246, as amended; in the rules, regulations, and orders of the 
Secretary of Labor; or as otherwise provided by law. 
 
(11) The Contractor shall include the terms and conditions of this clause in every subcontract or purchase order 
that is not exempted by the rules, regulations, or orders of the Secretary of Labor issued under Executive Order 
11246, as amended, so that these terms and conditions will be binding upon each subcontractor or vendor. 
 
(12) The Contractor shall take such action with respect to any subcontract or purchase order as the Director of 
OFCCP may direct as a means of enforcing these terms and conditions, including sanctions for noncompliance; 
provided, that if the Contractor becomes involved in, or is threatened with, litigation with a subcontractor or 
vendor as a result of any direction, the Contractor may request the United States to enter into the litigation to 
protect the interests of the United States. 
 



1572405:2 
 
 

(d) Notwithstanding any other clause in this contract, disputes relative to this clause will be governed by the 
procedures in 41 CFR part 60–1. 
 
Equal Opportunity for Veterans (42.222-35) 

“Equal Opportunity for Veterans (JUN 2020) 
 
(a) Definitions. As used in this clause— 
 
“Active duty wartime or campaign badge veteran,” “Armed Forces service medal veteran,” “disabled veteran,” 
“protected veteran,” “qualified disabled veteran,” and “recently separated veteran” have the meanings given at 
Federal Acquisition Regulation (FAR) 22.1301. 
 
(b) Equal opportunity clause. The Contractor shall abide by the requirements of the equal opportunity clause at 41 
CFR 60–300.5(a), as of March 24, 2014. This clause prohibits discrimination against qualified protected veterans, 
and requires affirmative action by the Contractor to employ and advance in employment qualified protected 
veterans. 
 
(c) Subcontracts. The Contractor shall insert the terms of this clause in subcontracts valued at or above the 
threshold specified in FAR 22.1303(a) on the date of subcontract award, unless exempted by rules, regulations, or 
orders of the Secretary of Labor. The Contractor shall act as specified by the Director, Office of Federal Contract 
Compliance Programs, to enforce the terms, including action for noncompliance. Such necessary changes in 
language may be made as shall be appropriate to identify properly the parties and their undertakings.” 
 
Equal Opportunity for Workers with Disabilities (52.222-36) 

Equal Opportunity for Workers with Disabilities (JUN 2020) 
 

(a) Equal opportunity clause. The Contractor shall abide by the requirements of the equal opportunity clause at 41 
CFR 60–741.5(a), as of March 24, 2014. This clause prohibits discrimination against qualified individuals on the 
basis of disability, and requires affirmative action by the Contractor to employ and advance in employment 
qualified individuals with disabilities. 
 
(b) Subcontracts. The Contractor shall include the terms of this clause in every subcontract or purchase order in 
excess of the threshold specified in Federal Acquisition Regulation (FAR) 22.1408(a) on the date of subcontract 
award, unless exempted by rules, regulations, or orders of the Secretary, so that such provisions will be binding 
upon each subcontractor or vendor. The Contractor shall act as specified by the Director, Office of Federal 
Contract Compliance Programs of the U.S. Department of Labor, to enforce the terms, including action for 
noncompliance. Such necessary changes in language may be made as shall be appropriate to identify properly the 
parties and their undertakings.” 
 
Employment Reports on Veterans (52.222-37) 

“Employment Reports on Veterans (JUN 2020) 
 
(a) Definitions. As used in this clause, “active duty wartime or campaign badge veteran,” “Armed Forces service 
medal veteran,” “disabled veteran,” “protected veteran,” and “recently separated veteran,” have the meanings 
given in Federal Acquisition Regulation (FAR) 22.1301. 
 
(b) Unless the Contractor is a State or local government agency, the Contractor shall report at least annually, as 
required by the Secretary of Labor, on— 
 
(1) The total number of employees in the contractor's workforce, by job category and hiring location, who are 
protected veterans (i.e., active duty wartime or campaign badge veterans, Armed Forces service medal veterans, 
disabled veterans, and recently separated veterans); 
 

https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000547&cite=41CFRS60-741.5&originatingDoc=NCCF6F990AA4311EAACB9C6643EF637D5&refType=VB&originationContext=document&transitionType=DocumentItem&ppcid=184c67f81686413b9750d30226d6d2e6&contextData=(sc.Document)#co_pp_8b3b0000958a4
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000547&cite=41CFRS60-741.5&originatingDoc=NCCF6F990AA4311EAACB9C6643EF637D5&refType=VB&originationContext=document&transitionType=DocumentItem&ppcid=184c67f81686413b9750d30226d6d2e6&contextData=(sc.Document)#co_pp_8b3b0000958a4
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(2) The total number of new employees hired during the period covered by the report, and of the total, the number 
of protected veterans (i.e., active duty wartime or campaign badge veterans, Armed Forces service medal 
veterans, disabled veterans, and recently separated veterans); and 
 
(3) The maximum number and minimum number of employees of the Contractor or subcontractor at each hiring 
location during the period covered by the report. 
 
(c) The Contractor shall report the above items by filing the VETS–4212 “Federal Contractor Veterans' 
Employment Report” (see “VETS–4212 Federal Contractor Reporting” and “Filing Your VETS–4212 Report” at 
http://www.dol.gov/vets/vets4212.htm). 
 
(d) The Contractor shall file VETS–4212 Reports no later than September 30 of each year. 
 
(e) The employment activity report required by paragraphs (b)(2) and (b)(3) of this clause shall reflect total new 
hires, and maximum and minimum number of employees, during the most recent 12–month period preceding the 
ending date selected for the report. Contractors may select an ending date— 
 
(1) As of the end of any pay period between July 1 and August 31 of the year the report is due; or 
 
(2) As of December 31, if the Contractor has prior written approval from the Equal Employment Opportunity 
Commission to do so for purposes of submitting the Employer Information Report EEO–1 (Standard Form 100). 
 
(f) The number of veterans reported must be based on data known to the contractor when completing the VETS–
4212. The contractor's knowledge of veterans status may be obtained in a variety of ways, including an invitation 
to applicants to self-identify (in accordance with 41 CFR 60–300.42), voluntary self-disclosure by employees, or 
actual knowledge of veteran status by the contractor. This paragraph does not relieve an employer of liability for 
discrimination under 38 U.S.C. 4212. 
 
(g) The Contractor shall insert the terms of this clause in subcontracts valued at or above the threshold specified 
in FAR 22.1303(a) on the date of subcontract award, unless exempted by rules, regulations, or orders of the 
Secretary of Labor.” 
 

Service Contract Labor Standards (52.22-41)  
 

“Service Contract Labor Standards (AUG 2018) 
 
(a) Definitions. As used in this clause— 
 
Contractor when this clause is used in any subcontract, shall be deemed to refer to the subcontractor, except in the 
term “Government Prime Contractor.” 
Service employee means any person engaged in the performance of this contract other than any person employed 
in a bona fide executive, administrative, or professional capacity, as these terms are defined in part 541 of title 29, 
Code of Federal Regulations, as revised. It includes all such persons regardless of any contractual relationship 
that may be alleged to exist between a Contractor or subcontractor and such persons. 
 
(b) Applicability. This contract is subject to the following provisions and to all other applicable provisions of 41 
U.S.C. chapter 67, Service Contract Labor Standards, and regulations of the Secretary of Labor (29 CFR part 4). 
This clause does not apply to contracts or subcontracts administratively exempted by the Secretary of Labor or 
exempted by 41 U.S.C. 6702, as interpreted in subpart C of 29 CFR part 4. 
 
(c) Compensation. 
 
(1) Each service employee employed in the performance of this contract by the Contractor or any subcontractor 
shall be paid not less than the minimum monetary wages and shall be furnished fringe benefits in accordance with 
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the wages and fringe benefits determined by the Secretary of Labor, or authorized representative, as specified in 
any wage determination attached to this contract. 
 
(2)(i) If a wage determination is attached to this contract, the Contractor shall classify any class of service 
employee which is not listed therein and which is to be employed under the contract (i.e., the work to be 
performed is not performed by any classification listed in the wage determination) so as to provide a reasonable 
relationship (i.e., appropriate level of skill comparison) between such unlisted classifications and the 
classifications listed in the wage determination. Such conformed class of employees shall be paid the monetary 
wages and furnished the fringe benefits as are determined pursuant to the procedures in this paragraph (c). 
 
(ii) This conforming procedure shall be initiated by the Contractor prior to the performance of contract work by 
the unlisted class of employee. The Contractor shall submit Standard Form (SF) 1444, Request for Authorization 
of Additional Classification and Rate, to the Contracting Officer no later than 30 days after the unlisted class of 
employee performs any contract work. The Contracting Officer shall review the proposed classification and rate 
and promptly submit the completed SF 1444 (which must include information regarding the agreement or 
disagreement of the employees' authorized representatives or the employees themselves together with the agency 
recommendation), and all pertinent information to the Wage and Hour Division, U.S. Department of Labor. The 
Wage and Hour Division will approve, modify, or disapprove the action or render a final determination in the 
event of disagreement within 30 days of receipt or will notify the Contracting Officer within 30 days of receipt 
that additional time is necessary. 
 
(iii) The final determination of the conformance action by the Wage and Hour Division shall be transmitted to the 
Contracting Officer who shall promptly notify the Contractor of the action taken. Each affected employee shall be 
furnished by the Contractor with a written copy of such determination or it shall be posted as a part of the wage 
determination. 
 
(iv)(A) The process of establishing wage and fringe benefit rates that bear a reasonable relationship to those listed 
in a wage determination cannot be reduced to any single formula. The approach used may vary from wage 
determination to wage determination depending on the circumstances. Standard wage and salary administration 
practices which rank various job classifications by pay grade pursuant to point schemes or other job factors may, 
for example, be relied upon. Guidance may also be obtained from the way different jobs are rated under Federal 
pay systems (Federal Wage Board Pay System and the General Schedule) or from other wage determinations 
issued in the same locality. Basic to the establishment of any conformable wage rate(s) is the concept that a pay 
relationship should be maintained between job classifications based on the skill required and the duties 
performed. 
 
(B) In the case of a contract modification, an exercise of an option, or extension of an existing contract, or in any 
other case where a Contractor succeeds a contract under which the classification in question was previously 
conformed pursuant to paragraph (c) of this clause, a new conformed wage rate and fringe benefits may be 
assigned to the conformed classification by indexing (i.e., adjusting) the previous conformed rate and fringe 
benefits by an amount equal to the average (mean) percentage increase (or decrease, where appropriate) between 
the wages and fringe benefits specified for all classifications to be used on the contract which are listed in the 
current wage determination, and those specified for the corresponding classifications in the previously applicable 
wage determination. Where conforming actions are accomplished in accordance with this paragraph prior to the 
performance of contract work by the unlisted class of employees, the Contractor shall advise the Contracting 
Officer of the action taken but the other procedures in subdivision (c)(2)(ii) of this clause need not be followed. 
 
(C) No employee engaged in performing work on this contract shall in any event be paid less than the currently 
applicable minimum wage specified under section 6(a)(1) of the Fair Labor Standards Act of 1938, as amended. 
 
(v) The wage rate and fringe benefits finally determined under this subparagraph (c)(2) of this clause shall be paid 
to all employees performing in the classification from the first day on which contract work is performed by them 
in the classification. Failure to pay the unlisted employees the compensation agreed upon by the interested parties 
and/or finally determined by the Wage and Hour Division retroactive to the date such class of employees 
commenced contract work shall be a violation of the Service Contract Labor Standards statute and this contract. 
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(vi) Upon discovery of failure to comply with subparagraph (c)(2) of this clause, the Wage and Hour Division 
shall make a final determination of conformed classification, wage rate, and/or fringe benefits which shall be 
retroactive to the date such class or classes of employees commenced contract work. 
 
(3) Adjustment of Compensation. If the term of this contract is more than 1 year, the minimum monetary wages 
and fringe benefits required to be paid or furnished thereunder to service employees under this contract shall be 
subject to adjustment after 1 year and not less often than once every 2 years, under wage determinations issued by 
the Wage and Hour Division. 
 
(d) Obligation to Furnish Fringe Benefits. The Contractor or subcontractor may discharge the obligation to 
furnish fringe benefits specified in the attachment or determined under subparagraph (c)(2) of this clause by 
furnishing equivalent combinations of bona fide fringe benefits, or by making equivalent or differential cash 
payments, only in accordance with subpart D of 29 CFR part 4. 
 
(e) Minimum Wage. In the absence of a minimum wage attachment for this contract, neither the Contractor nor 
any subcontractor under this contract shall pay any person performing work under this contract (regardless of 
whether the person is a service employee) less than the minimum wage specified by section 6(a)(1) of the Fair 
Labor Standards Act of 1938. Nothing in this clause shall relieve the Contractor or any subcontractor of any other 
obligation under law or contract for payment of a higher wage to any employee. 
 
(f) Successor Contracts. If this contract succeeds a contract subject to the Service Contract Labor Standards 
statute under which substantially the same services were furnished in the same locality and service employees 
were paid wages and fringe benefits provided for in a collective bargaining agreement, in the absence of the 
minimum wage attachment for this contract setting forth such collectively bargained wage rates and fringe 
benefits, neither the Contractor nor any subcontractor under this contract shall pay any service employee 
performing any of the contract work (regardless of whether or not such employee was employed under the 
predecessor contract), less than the wages and fringe benefits provided for in such collective bargaining 
agreement, to which such employee would have been entitled if employed under the predecessor contract, 
including accrued wages and fringe benefits and any prospective increases in wages and fringe benefits provided 
for under such agreement. No Contractor or subcontractor under this contract may be relieved of the foregoing 
obligation unless the limitations of 29 CFR 4.1b(b) apply or unless the Secretary of Labor or the Secretary's 
authorized representative finds, after a hearing as provided in 29 CFR 4.10 that the wages and/or fringe benefits 
provided for in such agreement are substantially at variance with those which prevail for services of a character 
similar in the locality, or determines, as provided in 29 CFR 4.11, that the collective bargaining agreement 
applicable to service employees employed under the predecessor contract was not entered into as a result of arm's 
length negotiations. Where it is found in accordance with the review procedures provided in 29 CFR 4.10 and/or 
4.11 and parts 6 and 8 that some or all of the wages and/or fringe benefits contained in a predecessor Contractor's 
collective bargaining agreement are substantially at variance with those which prevail for services of a character 
similar in the locality, and/or that the collective bargaining agreement applicable to service employees employed 
under the predecessor contract was not entered into as a result of arm's length negotiations, the Department will 
issue a new or revised wage determination setting forth the applicable wage rates and fringe benefits. Such 
determination shall be made part of the contract or subcontract, in accordance with the decision of the 
Administrator, the Administrative Law Judge, or the Administrative Review Board, as the case may be, 
irrespective of whether such issuance occurs prior to or after the award of a contract or subcontract (53 Comp. 
Gen. 401 (1973)). In the case of a wage determination issued solely as a result of a finding of substantial 
variance, such determination shall be effective as of the date of the final administrative decision. 
 
(g) Notification to Employees. The Contractor and any subcontractor under this contract shall notify each service 
employee commencing work on this contract of the minimum monetary wage and any fringe benefits required to 
be paid pursuant to this contract, or shall post the wage determination attached to this contract. The poster 
provided by the Department of Labor (Publication WH 1313) shall be posted in a prominent and accessible place 
at the worksite. Failure to comply with this requirement is a violation of 41 U.S.C. 6703 and of this contract. 
 
(h) Safe and Sanitary Working Conditions. The Contractor or subcontractor shall not permit any part of the 
services called for by this contract to be performed in buildings or surroundings or under working conditions 
provided by or under the control or supervision of the Contractor or subcontractor which are unsanitary, 
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hazardous, or dangerous to the health or safety of the service employees. The Contractor or subcontractor shall 
comply with the safety and health standards applied under 29 CFR part 1925. 
 
(i) Records. 
 
(1) The Contractor and each subcontractor performing work subject to the Service Contract Labor Standards 
statute shall make and maintain for 3 years from the completion of the work, and make them available for 
inspection and transcription by authorized representatives of the Wage and Hour Division, a record of the 
following: 
 
(i) For each employee subject to the Service Contract Labor Standards statute— 
 
(A) Name and address and social security number; 
 
(B) Correct work classification or classifications, rate or rates of monetary wages paid and fringe benefits 
provided, rate or rates of payments in lieu of fringe benefits, and total daily and weekly compensation; 
 
(C) Daily and weekly hours worked by each employee; and 
 
(D) Any deductions, rebates, or refunds from the total daily or weekly compensation of each employee. 
 
(ii) For those classes of service employees not included in any wage determination attached to this contract, wage 
rates or fringe benefits determined by the interested parties or by the Administrator or authorized representative 
under the terms of paragraph (c) of this clause. A copy of the report required by subdivision (c)(2)(ii) of this 
clause will fulfill this requirement. 
 
(iii) Any list of the predecessor Contractor's employees which had been furnished to the Contractor as prescribed 
by paragraph (n) of this clause. 
 
(2) The Contractor shall also make available a copy of this contract for inspection or transcription by authorized 
representatives of the Wage and Hour Division. 
 
(3) Failure to make and maintain or to make available these records for inspection and transcription shall be a 
violation of the regulations and this contract, and in the case of failure to produce these records, the Contracting 
Officer, upon direction of the Department of Labor and notification to the Contractor, shall take action to cause 
suspension of any further payment or advance of funds until the violation ceases. 
 
(4) The Contractor shall permit authorized representatives of the Wage and Hour Division to conduct interviews 
with employees at the worksite during normal working hours. 
 
(j) Pay Periods. The Contractor shall unconditionally pay to each employee subject to the Service Contract Labor 
Standards statute all wages due free and clear and without subsequent deduction (except as otherwise provided by 
law or Regulations, 29 CFR part 4), rebate, or kickback on any account. These payments shall be made no later 
than one pay period following the end of the regular pay period in which the wages were earned or accrued. A 
pay period under this statute may not be of any duration longer than semi-monthly. 
 
(k) Withholding of Payments and Termination of Contract. The Contracting Officer shall withhold or cause to be 
withheld from the Government Prime Contractor under this or any other Government contract with the Prime 
Contractor such sums as an appropriate official of the Department of Labor requests or such sums as the 
Contracting Officer decides may be necessary to pay underpaid employees employed by the Contractor or 
subcontractor. In the event of failure to pay any employees subject to the Service Contract Labor Standards 
statute all or part of the wages or fringe benefits due under the Service Contract Labor Standards statute, the 
Contracting Officer may, after authorization or by direction of the Department of Labor and written notification 
to the Contractor, take action to cause suspension of any further payment or advance of funds until such 
violations have ceased. Additionally, any failure to comply with the requirements of this clause may be grounds 
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for termination of the right to proceed with the contract work. In such event, the Government may enter into other 
contracts or arrangements for completion of the work, charging the Contractor in default with any additional cost. 
 
(l) Subcontracts. The Contractor agrees to insert this clause in all subcontracts subject to the Service Contract 
Labor Standards statute. 
 
(m) Collective Bargaining Agreements Applicable to Service Employees. If wages to be paid or fringe benefits to 
be furnished any service employees employed by the Government Prime Contractor or any subcontractor under 
the contract are provided for in a collective bargaining agreement which is or will be effective during any period 
in which the contract is being performed, the Government Prime Contractor shall report such fact to the 
Contracting Officer, together with full information as to the application and accrual of such wages and fringe 
benefits, including any prospective increases, to service employees engaged in work on the contract, and a copy 
of the collective bargaining agreement. Such report shall be made upon commencing performance of the contract, 
in the case of collective bargaining agreements effective at such time, and in the case of such agreements or 
provisions or amendments thereof effective at a later time during the period of contract performance such 
agreements shall be reported promptly after negotiation thereof. 
 
(n) Seniority List. Not less than 10 days prior to completion of any contract being performed at a Federal facility 
where service employees may be retained in the performance of the succeeding contract and subject to a wage 
determination which contains vacation or other benefit provisions based upon length of service with a Contractor 
(predecessor) or successor (29 CFR 4.173), the incumbent Prime Contractor shall furnish the Contracting Officer 
a certified list of the names, of all service employees on the Contractor's or subcontractor's payroll during the last 
month of contract performance. Such list shall also contain anniversary dates of employment on the contract 
either with the current or predecessor Contractors of each such service employee. The Contracting Officer shall 
turn over such list to the successor Contractor at the commencement of the succeeding contract. 
 
(o) Rulings and Interpretations. Rulings and interpretations of the Service Contract Labor Standards statute are 
contained in Regulations, 29 CFR part 4. 
 
(p) Contractor's Certification. 
 
(1) By entering into this contract, the Contractor (and officials thereof) certifies that neither it nor any person or 
firm who has a substantial interest in the Contractor's firm is a person or firm ineligible to be awarded 
Government contracts by virtue of the sanctions imposed under 41 U.S.C. 6706. 
 
(2) No part of this contract shall be subcontracted to any person or firm ineligible for award of a Government 
contract under 41 U.S.C. 6706. 
 
(3) The penalty for making false statements is prescribed in the U.S. Criminal Code, 18 U.S.C. 1001. 
 
(q) Variations, Tolerances, and Exemptions Involving Employment. Notwithstanding any of the provisions in 
paragraphs (b) through (o) of this clause, the following employees may be employed in accordance with the 
following variations, tolerances, and exemptions, which the Secretary of Labor, pursuant to 41 U.S.C. 6707 prior 
to its amendment by Pub.L. 92–473, found to be necessary and proper in the public interest or to avoid serious 
impairment of the conduct of Government business. 
 
(1) Apprentices, student-learners, and workers whose earning capacity is impaired by age, physical or mental 
deficiency, or injury may be employed at wages lower than the minimum wages otherwise required by 41 U.S.C. 
6703(1) without diminishing any fringe benefits or cash payments in lieu thereof required under 41 U.S.C. 
6703(2), in accordance with the conditions and procedures prescribed for the employment of apprentices, student-
learners, persons with disabilities, and disabled clients of work centers under section 14 of the Fair Labor 
Standards Act of 1938, in the regulations issued by the Administrator (29 CFR parts 520, 521, 524, and 525). 
 
(2) The Administrator will issue certificates under the statute for the employment of apprentices, student-learners, 
persons with disabilities, or disabled clients of work centers not subject to the Fair Labor Standards Act of 1938, 
or subject to different minimum rates of pay under the two statutes, authorizing appropriate rates of minimum 
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wages (but without changing requirements concerning fringe benefits or supplementary cash payments in lieu 
thereof), applying procedures prescribed by the applicable regulations issued under the Fair Labor Standards Act 
of 1938 (29 CFR parts 520, 521, 524, and 525). 
 
(3) The Administrator will also withdraw, annul, or cancel such certificates in accordance with the regulations in 
29 CFR parts 525 and 528. 
 
(r) Apprentices. Apprentices will be permitted to work at less than the predetermined rate for the work they 
perform when they are employed and individually registered in a bona fide apprenticeship program registered 
with a State Apprenticeship Agency which is recognized by the U.S. Department of Labor, or if no such 
recognized agency exists in a State, under a program registered with the Office of Apprenticeship and Training, 
Employer, and Labor Services (OATELS), U.S. Department of Labor. Any employee who is not registered as an 
apprentice in an approved program shall be paid the wage rate and fringe benefits contained in the applicable 
wage determination for the journeyman classification of work actually performed. The wage rates paid 
apprentices shall not be less than the wage rate for their level of progress set forth in the registered program, 
expressed as the appropriate percentage of the journeyman's rate contained in the applicable wage 
determination. The allowable ratio of apprentices to journeymen employed on the contract work in any craft 
classification shall not be greater than the ratio permitted to the Contractor as to his entire work force under the 
registered program. 
 
(s) Tips. An employee engaged in an occupation in which the employee customarily and regularly receives more 
than $30 a month in tips may have the amount of these tips credited by the employer against the minimum wage 
required by 41 U.S.C. 6703(1), in accordance with section 3(m) of the Fair Labor Standards Act and Regulations 
29 CFR part 531. However, the amount of credit shall not exceed $1.34 per hour beginning January l, 1981. To 
use this provision— 
 
(1) The employer must inform tipped employees about this tip credit allowance before the credit is utilized; 
 
(2) The employees must be allowed to retain all tips (individually or through a pooling arrangement and 
regardless of whether the employer elects to take a credit for tips received); 
 
(3) The employer must be able to show by records that the employee receives at least the applicable Service 
Contract Labor Standards minimum wage through the combination of direct wages and tip credit; and 
 
(4) The use of such tip credit must have been permitted under any predecessor collective bargaining agreement 
applicable by virtue of 41 U.S.C. 6707(c). 
 
(t) Disputes Concerning Labor Standards. The U.S. Department of Labor has set forth in 29 CFR parts 4, 6, and 8 
procedures for resolving disputes concerning labor standards requirements. Such disputes shall be resolved in 
accordance with those procedures and not the Disputes clause of this contract. Disputes within the meaning of 
this clause include disputes between the Contractor (or any of its subcontractors) and the contracting agency, the 
U.S. Department of Labor, or the employees or their representatives.” 
 

Promoting Excess Food Donation to Nonprofit Organizations (52.226-6)  
 

“Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) 
 
(a) Definitions. As used in this clause— 
 
Apparently wholesome food means food that meets all quality and labeling standards imposed by Federal, State, 
and local laws and regulations even though the food may not be readily marketable due to appearance, age, 
freshness, grade, size, surplus, or other conditions. 
 
Excess food means food that— 
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(1) Is not required to meet the needs of the executive agencies; and 
 
(2) Would otherwise be discarded. 
Food-insecure means inconsistent access to sufficient, safe, and nutritious food. 
 
Nonprofit organization means any organization that is— 
 
(1) Described in section 501(c) of the Internal Revenue Code of 1986; and 
 
(2) Exempt from tax under section 501(a) of that Code. 
 
(b) In accordance with the Federal Food Donation Act of 2008 (42 U.S.C. 1792), the Contractor is encouraged, to 
the maximum extent practicable and safe, to donate excess, apparently wholesome food to nonprofit 
organizations that provide assistance to food-insecure people in the United States. 
 
(c) Costs. 
 
(1) The Contractor, including any subcontractors, shall assume the responsibility for all the costs and the 
logistical support to collect, transport, maintain the safety of, or distribute the excess, apparently wholesome food 
to the nonprofit organization(s) that provides assistance to food-insecure people. 
 
(2) The Contractor will not be reimbursed for any costs incurred or associated with the donation of excess foods. 
Any costs incurred for excess food donations are unallowable. 
 
(d) Liability. The Government and the Contractor, including any subcontractors, shall be exempt from civil and 
criminal liability to the extent provided under the Bill Emerson Good Samaritan Food Donation Act (42 U.S.C. 
1791). Nothing in this clause shall be construed to supersede State or local health regulations (subsection (f) of 42 
U.S.C. 1791). 
 
(e) Subcontracts. The Contractor shall insert this clause in all contracts, task orders, delivery orders, purchase 
orders, and other similar instruments that exceed the threshold specified in Federal Acquisition Regulation 
26.404 on the date of subcontract award with its subcontractors or suppliers, at any tier, who will perform, under 
this contract, the provision, service, or sale of food in the United States.” 
 
252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident 
Information. 

As prescribed in 204.7304 (b), use the following clause: 

LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER 
INCIDENT INFORMATION (JAN 2023) 

(a) Definitions. As used in this clause— 

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a 
system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an 
object, or the copying of information to unauthorized media may have occurred. 

“Controlled technical information” means technical information with military or space application that is subject 
to controls on the access, use, reproduction, modification, performance, display, release, disclosure, or 
dissemination. Controlled technical information would meet the criteria, if disseminated, for distribution 
statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on 
Technical Documents. The term does not include information that is lawfully publicly available without 
restrictions. 

https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1012823&cite=26USCAS501&originatingDoc=N00683F60908A11EA8614AA1FC73BC5C7&refType=RB&originationContext=document&transitionType=DocumentItem&ppcid=23285329efd844558f1b3bb15d5e8adc&contextData=(sc.Document)#co_pp_4b24000003ba5
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=42USCAS1792&originatingDoc=N00683F60908A11EA8614AA1FC73BC5C7&refType=LQ&originationContext=document&transitionType=DocumentItem&ppcid=23285329efd844558f1b3bb15d5e8adc&contextData=(sc.Document)
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=42USCAS1791&originatingDoc=N00683F60908A11EA8614AA1FC73BC5C7&refType=LQ&originationContext=document&transitionType=DocumentItem&ppcid=23285329efd844558f1b3bb15d5e8adc&contextData=(sc.Document)
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=42USCAS1791&originatingDoc=N00683F60908A11EA8614AA1FC73BC5C7&refType=LQ&originationContext=document&transitionType=DocumentItem&ppcid=23285329efd844558f1b3bb15d5e8adc&contextData=(sc.Document)
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=42USCAS1791&originatingDoc=N00683F60908A11EA8614AA1FC73BC5C7&refType=LQ&originationContext=document&transitionType=DocumentItem&ppcid=23285329efd844558f1b3bb15d5e8adc&contextData=(sc.Document)
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000546&cite=42USCAS1791&originatingDoc=N00683F60908A11EA8614AA1FC73BC5C7&refType=LQ&originationContext=document&transitionType=DocumentItem&ppcid=23285329efd844558f1b3bb15d5e8adc&contextData=(sc.Document)
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1017185&cite=48CFR26.404&originatingDoc=N00683F60908A11EA8614AA1FC73BC5C7&refType=VP&originationContext=document&transitionType=DocumentItem&ppcid=23285329efd844558f1b3bb15d5e8adc&contextData=(sc.Document)
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1017185&cite=48CFR26.404&originatingDoc=N00683F60908A11EA8614AA1FC73BC5C7&refType=VP&originationContext=document&transitionType=DocumentItem&ppcid=23285329efd844558f1b3bb15d5e8adc&contextData=(sc.Document)
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“Covered defense information” means unclassified controlled technical information or other information (as 
described in the Controlled Unclassified Information (CUI) Registry at 
http://www.archives.gov/cui/registry/category-list.html) that requires safeguarding or dissemination controls 
pursuant to and consistent with law, regulations, and Governmentwide policies, and is— 

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by 
or on behalf of DoD in support of the performance of the contract; or 

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the 
performance of the contract. 

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an 
actual or potentially adverse effect on an information system and/or the information residing therein. 

“Information system” means a discrete set of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information. 

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, 
magnetic disks, large-scale integration memory chips, and printouts onto which covered defense information is 
recorded, stored, or printed within a covered contractor information system. 

“Technical information” means technical data or computer software, as those terms are defined in the clause at 
DFARS 252.227-7013 , Rights in Technical Data-Other Than Commercial Products and Commercial Services, 
regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of technical 
information include research and engineering data, engineering drawings, and associated lists, specifications, 
standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, 
studies and analyses and related information, and computer software executable code and source code. 

(b) Restrictions. The Contractor agrees that the following conditions apply to any information it receives or 
creates in the performance of this contract that is information obtained from a third-party’s reporting of a cyber 
incident pursuant to DFARS clause 252.204-7012 , Safeguarding Covered Defense Information and Cyber 
Incident Reporting (or derived from such information obtained under that clause): 

(1) The Contractor shall access and use the information only for the purpose of furnishing advice or technical 
assistance directly to the Government in support of the Government’s activities related to clause 252.204-7012 , 
and shall not be used for any other purpose. 

(2) The Contractor shall protect the information against unauthorized release or disclosure. 

(3) The Contractor shall ensure that its employees are subject to use and non-disclosure obligations consistent 
with this clause prior to the employees being provided access to or use of the information. 

(4) The third-party contractor that reported the cyber incident is a third-party beneficiary of the non-disclosure 
agreement between the Government and Contractor, as required by paragraph (b)(3) of this clause. 

(5) A breach of these obligations or restrictions may subject the Contractor to— 

(i) Criminal, civil, administrative, and contractual actions in law and equity for penalties, damages, and other 
appropriate remedies by the United States; and 

(ii) Civil actions for damages and other appropriate remedies by the third party that reported the cyber incident, as 
a third party beneficiary of this clause. 

(c) Subcontracts. The Contractor shall include this clause, including this paragraph (c), in subcontracts, or similar 
contractual instruments, for services that include support for the Government’s activities related to safeguarding 

https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.227-7013
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.204-7012
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covered defense information and cyber incident reporting, including subcontracts for commercial items, without 
alteration, except to identify the parties. 

 

252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting. 

As prescribed in 204.7304 (c), use the following clause: 

SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (JAN 
2023) 

(a) Definitions. As used in this clause— 

“Adequate security” means protective measures that are commensurate with the consequences and probability of 
loss, misuse, or unauthorized access to, or modification of information. 

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a 
system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an 
object, or the copying of information to unauthorized media may have occurred. 

“Contractor attributional/proprietary information” means information that identifies the contractor(s), whether 
directly or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program 
description, facility locations), personally identifiable information, as well as trade secrets, commercial or 
financial information, or other commercially sensitive information that is not customarily shared outside of the 
company. 

“Controlled technical information” means technical information with military or space application that is subject 
to controls on the access, use, reproduction, modification, performance, display, release, disclosure, or 
dissemination. Controlled technical information would meet the criteria, if disseminated, for distribution 
statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on 
Technical Documents. The term does not include information that is lawfully publicly available without 
restrictions. 

“Covered contractor information system” means an unclassified information system that is owned, or operated by 
or for, a contractor and that processes, stores, or transmits covered defense information. 

“Covered defense information” means unclassified controlled technical information or other information, as 
described in the Controlled Unclassified Information (CUI) Registry at 
http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination controls 
pursuant to and consistent with law, regulations, and Governmentwide policies, and is— 

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by 
or on behalf of DoD in support of the performance of the contract; or 

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the 
performance of the contract. 

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an 
actual or potentially adverse effect on an information system and/or the information residing therein. 

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for 
investigative purposes in a manner that maintains the integrity of the data. 

https://www.acquisition.gov/dfars/part-204-administrative-and-information-matters#DFARS_204.7304
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“Information system” means a discrete set of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information. 

“Malicious software” means computer software or firmware intended to perform an unauthorized process that 
will have adverse impact on the confidentiality, integrity, or availability of an information system. This definition 
includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and some 
forms of adware. 

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, 
magnetic disks, large-scale integration memory chips, and printouts onto which covered defense information is 
recorded, stored, or printed within a covered contractor information system. 

‘‘Operationally critical support’’ means supplies or services designated by the Government as critical for airlift, 
sealift, intermodal transportation services, or logistical support that is essential to the mobilization, deployment, 
or sustainment of the Armed Forces in a contingency operation. 

“Rapidly report” means within 72 hours of discovery of any cyber incident. 

“Technical information” means technical data or computer software, as those terms are defined in the clause at 
DFARS 252.227-7013 , Rights in Technical Data—Other Than Commercial Products and Commercial Services, 
regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of technical 
information include research and engineering data, engineering drawings, and associated lists, specifications, 
standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, 
studies and analyses and related information, and computer software executable code and source code. 

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information 
systems. To provide adequate security, the Contractor shall implement, at a minimum, the following information 
security protections: 

(1) For covered contractor information systems that are part of an Information Technology (IT) service or system 
operated on behalf of the Government, the following security requirements apply: 

(i) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010 , 
Cloud Computing Services, of this contract. 

(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security 
requirements specified elsewhere in this contract. 

(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of 
the Government and therefore are not subject to the security requirement specified at paragraph (b)(1) of this 
clause, the following security requirements apply: 

(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be 
subject to the security requirements in National Institute of Standards and Technology (NIST) Special Publication 
(SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and 
Organizations” (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the time the 
solicitation is issued or as authorized by the Contracting Officer. 

(ii)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31, 
2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief Information 
Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements 
specified by NIST SP 800-171 not implemented at the time of contract award. 

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for 
consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by an 

https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.227-7013
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authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective, 
security measure that may be implemented in its place. 

(C) If the DoD CIO has previously adjudicated the contractor’s requests indicating that a requirement is not 
applicable or that an alternative security measure is equally effective, a copy of that approval shall be provided to 
the Contracting Officer when requesting its recognition under this contract. 

(D) If the Contractor intends to use an external cloud service provider to store, process, or transmit any covered 
defense information in performance of this contract, the Contractor shall require and ensure that the cloud service 
provider meets security requirements equivalent to those established by the Government for the Federal Risk and 
Authorization Management Program (FedRAMP) Moderate baseline 
(https://www.fedramp.gov/resources/documents/) and that the cloud service provider complies with requirements 
in paragraphs (c) through (g) of this clause for cyber incident reporting, malicious software, media preservation 
and protection, access to additional information and equipment necessary for forensic analysis, and cyber incident 
damage assessment. 

(3) Apply other information systems security measures when the Contractor reasonably determines that 
information systems security measures, in addition to those identified in paragraphs (b)(1) and (2) of this clause, 
may be required to provide adequate security in a dynamic environment or to accommodate special circumstances 
(e.g., medical devices) and any individual, isolated, or temporary deficiencies based on an assessed risk or 
vulnerability. These measures may be addressed in a system security plan. 

(c) Cyber incident reporting requirement. 

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the 
covered defense information residing therein, or that affects the contractor’s ability to perform the requirements 
of the contract that are designated as operationally critical support and identified in the contract, the Contractor 
shall— 

(i) Conduct a review for evidence of compromise of covered defense information, including, but not limited to, 
identifying compromised computers, servers, specific data, and user accounts. This review shall also include 
analyzing covered contractor information system(s) that were part of the cyber incident, as well as other 
information systems on the Contractor’s network(s), that may have been accessed as a result of the incident in 
order to identify compromised covered defense information, or that affect the Contractor’s ability to provide 
operationally critical support; and 

(ii) Rapidly report cyber incidents to DoD at https://dibnet.dod.mil. 

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and 
shall include, at a minimum, the required elements at https://dibnet.dod.mil. 

(3) Medium assurance certificate requirement.In order to report cyber incidents in accordance with this clause, 
the Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report 
cyber incidents. For information on obtaining a DoD-approved medium assurance certificate, see 
https://public.cyber.mil/eca/. 

(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious software in 
connection with a reported cyber incident, submit the malicious software to DoD Cyber Crime Center (DC3) in 
accordance with instructions provided by DC3 or the Contracting Officer. Do not send the malicious software to 
the Contracting Officer. 

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the 
Contractor shall preserve and protect images of all known affected information systems identified in paragraph 
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(c)(1)(i) of this clause and all relevant monitoring/packet capture data for at least 90 days from the submission of 
the cyber incident report to allow DoD to request the media or decline interest. 

(f) Access to additional information or equipment necessary for forensic analysis.Upon request by DoD, the 
Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a 
forensic analysis. 

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting 
Officer will request that the Contractor provide all of the damage assessment information gathered in accordance 
with paragraph (e) of this clause. 

(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect 
against the unauthorized use or release of information obtained from the contractor (or derived from information 
obtained from the contractor) under this clause that includes contractor attributional/proprietary information, 
including such information submitted in accordance with paragraph (c). To the maximum extent practicable, the 
Contractor shall identify and mark attributional/proprietary information. In making an authorized release of such 
information, the Government will implement appropriate procedures to minimize the contractor 
attributional/proprietary information that is included in such authorized release, seeking to include only that 
information that is necessary for the authorized purpose(s) for which the information is being released. 

(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information 
that is obtained from the contractor (or derived from information obtained from the contractor) under this clause 
that is not created by or for DoD is authorized to be released outside of DoD— 

(1) To entities with missions that may be affected by such information; 

(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents; 

(3) To Government entities that conduct counterintelligence or law enforcement investigations; 

(4) For national security purposes, including cyber situational awareness and defense purposes (including with 
Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); or 

(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a 
contract that includes the clause at 252.204-7009 , Limitations on the Use or Disclosure of Third-Party Contractor 
Reported Cyber Incident Information. 

(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is 
obtained from the contractor (or derived from information obtained from the contractor) under this clause that is 
created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized 
to be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and 
for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy 
based restrictions on the Government’s use and release of such information. 

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations 
on the interception, monitoring, access, use, and disclosure of electronic communications and data. 

(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this 
clause in no way abrogates the Contractor’s responsibility for other safeguarding or cyber incident reporting 
pertaining to its unclassified information systems as required by other applicable clauses of this contract, or as a 
result of other applicable U.S. Government statutory or regulatory requirements. 

(m) Subcontracts. The Contractor shall— 

https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.204-7009
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(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual instruments, for 
operationally critical support, or for which subcontract performance will involve covered defense information, 
including subcontracts for commercial products or commercial services, without alteration, except to identify the 
parties. The Contractor shall determine if the information required for subcontractor performance retains its 
identity as covered defense information and will require protection under this clause, and, if necessary, consult 
with the Contracting Officer; and 

(2) Require subcontractors to— 

(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary from a NIST 
SP 800-171 security requirement to the Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of this 
clause; and 

(ii) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-
tier subcontractor) as soon as practicable, when reporting a cyber incident to DoD as required in paragraph (c) of 
this clause. 

 

252.225-7052 Restriction on the Acquisition of Certain Magnets, Tantalum, and Tungsten. 

As prescribed in 225.7018-5 , use the following clause: 

Restriction on the Acquisition of Certain Magnets, Tantalum, and Tungsten (JAN 2023) 

(a) Definitions. As used in this clause— 

“Assembly” means an item forming a portion of a system or subsystem that— 

(1) Can be provisioned and replaced as an entity; and 

(2) Incorporates multiple, replaceable parts. 

“Commercially available off-the-shelf item”— 

(1) Means any item of supply that is— 

(i) A commercial product (as defined in paragraph (1) of the definition of “commercial product” in section 2.101 
of the Federal Acquisition Regulation); 

(ii) Sold in substantial quantities in the commercial marketplace; and 

(iii) Offered to the Government, under this contract or a subcontract at any tier, without modification, in the same 
form in which it is sold in the commercial marketplace; and 

(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural products and petroleum 
products. 

“Component” means any item supplied to the Government as part of an end item or of another component. 

“Covered country” means— 

(1) The Democratic People’s Republic of North Korea; 

https://www.acquisition.gov/dfars/part-225-foreign-acquisition#DFARS_225.7018-5
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(2) The People’s Republic of China; 

(3) The Russian Federation; or 

(4) The Islamic Republic of Iran. 

“Covered material” means— 

(1) Samarium-cobalt magnets; 

(2) Neodymium-iron-boron magnets; 

(3) Tantalum metals and alloys; 

( 4 ) Tungsten metal powder; and 

( 5 ) Tungsten heavy alloy or any finished or semi-finished component containing tungsten heavy alloy. 

“Electronic device” means an item that operates by controlling the flow of electrons or other electrically charged 
particles in circuits, using interconnections such as resistors, inductors, capacitors, diodes, switches, transistors, or 
integrated circuits. 

“End item” means the final production product when assembled or completed and ready for delivery under a line 
item of this contract. 

“Subsystem” means a functional grouping of items that combine to perform a major function within an end item, 
such as electrical power, attitude control, and propulsion. 

“Tungsten heavy alloy” means a tungsten base pseudo alloy that— 

(1) Meets the specifications of ASTM B777 or SAE-AMS-T-21014 for a particular class of tungsten heavy alloy; 
or 

(2) Contains at least 90 percent tungsten in a matrix of other metals (such as nickel-iron or nickel-copper) and has 
density of at least 16.5 g/cm3). 

(b) Restriction. 

(1) Except as provided in paragraph (c) of this clause, the Contractor shall not deliver under this contract any 
covered material melted or produced in any covered country, or any end item, manufactured in any covered 
country, that contains a covered material (10 U.S.C. 4872). 

(2)(i) For samarium-cobalt magnets and neodymium iron-boron magnets, this restriction includes— 

(A) Melting samarium with cobalt to produce the samarium-cobalt alloy or melting neodymium with iron and 
boron to produce the neodymium-iron-boron alloy; and 

(B) All subsequent phases of production of the magnets, such as powder formation, pressing, sintering or 
bonding, and magnetization. 

(ii) The restriction on melting and producing of samarium-cobalt magnets is in addition to any applicable 
restrictions on melting of specialty metals if the clause at 252.225-7009 , Restriction on Acquisition of Certain 
Articles Containing Specialty Metals, is included in the contract. 

https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.225-7009
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(3) For production of tantalum metals of any kind and alloys, this restriction includes the reduction or melting of 
any form of tantalum to create tantalum metal including unwrought, powder, mill products, and alloys. The 
restriction also covers all subsequent phases of production of tantalum metals and alloys. 

(4) For production of tungsten metal powder and tungsten heavy alloy, this restriction includes– 

(i) Atomization; 

(ii) Calcination and reduction into powder; 

(iii) Final consolidation of non-melt derived metal powders; and 

(iv) All subsequent phases of production of tungsten metal powder, tungsten heavy alloy, or any finished or semi-
finished component containing tungsten heavy alloy. 

(c) Exceptions. This clause does not apply— 

(1) To an end item containing a covered material that is— 

(i) A commercially available off-the-shelf item, other than— 

(A) A commercially available off-the-shelf item that is 50 percent or more tungsten by weight; or 

(B) A tantalum metal, tantalum alloy, or tungsten heavy alloy, such as bar, billet, slab, wire, cube, sphere, block, 
blank, plate, or sheet, that has not been incorporated into an end item, subsystem, assembly, or component; 

(ii) An electronic device, unless otherwise specified in the contract; or 

(iii) A neodymium-iron-boron magnet manufactured from recycled material if the milling of the recycled material 
and sintering of the final magnet takes place in the United States. 

(2) If the authorized agency official concerned has made a nonavailability determination, in accordance with 
section 225.7018-4 of the Defense Federal Acquisition Regulation Supplement, that compliant covered materials 
of satisfactory quality and quantity, in the required form, cannot be procured as and when needed at a reasonable 
price. 

(i) For tantalum metal, tantalum alloy, or tungsten heavy alloy, the term “required form” refers to the form of the 
mill product, such as bar, billet, wire, slab, plate, or sheet, in the grade appropriate for the production of a finished 
end item to be delivered to the Government under this contract; or a finished component assembled into an end 
item to be delivered to the Government under the contract.(ii) For samarium-cobalt magnets or neodymium-iron-
boron magnets, the term “required form” refers to the form and properties of the magnets. 

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in 
subcontracts and other contractual instruments that are for items containing a covered material, including 
subcontracts and other contractual instruments for commercial products, unless an exception in paragraph (c) of 
this clause applies. The Contractor shall not alter this clause other than to identify the appropriate parties. 

 

252.227-7015 Technical Data - Commercial Products and Commercial Services. 

As prescribed in 227.7102-4 (a)(1), use the following clause: 

TECHNICAL DATA—COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (MAR 2023) 

https://www.acquisition.gov/dfars/part-225-foreign-acquisition#DFARS_225.7018-4
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(a) Definitions. As used in this clause— 

(1) Commercial product and commercial service includes commercial components and commercial processes but 
does not include commercial computer software. 

(2) “Covered Government support contractor” means a contractor (other than a litigation support contractor 
covered by 252.204-7014 ) under a contract, the primary purpose of which is to furnish independent and impartial 
advice or technical assistance directly to the Government in support of the Government’s management and 
oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or 
effort), provided that the contractor— 

(i) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any 
direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services 
of the type developed or produced on the program or effort; and 

(ii) Receives access to technical data or computer software for performance of a Government contract that 
contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information 
Marked with Restrictive Legends. 

(3) “Form, fit, and function data” means technical data that describes the required overall physical, functional, 
and performance characteristics (along with the qualification requirements, if applicable) of an item, component, 
or process to the extent necessary to permit identification of physically and functionally interchangeable items. 

(4) “Technical data” means recorded information, regardless of the form or method of recording, of a scientific or 
technical nature (including computer software documentation). The term does not include computer software 
or financial, administrative, cost or pricing, or management information, or information incidental to contract 
administration. 

(b) License. 

(1) The Government shall have the unrestricted right to use, modify, reproduce, release, perform, display, or 
disclose technical data, and to permit others to do so, that— 

(i) Have been provided to the Government or others without restrictions on use, modification, reproduction, 
release, or further disclosure other than a release or disclosure resulting from the sale, transfer, or other 
assignment of interest in the technical data to another party or the sale or transfer of some or all of a business 
entity or its assets to another party; 

(ii) Are form, fit, and function data; 

(iii) Are a correction or change to technical data furnished to the Contractor by the Government; 

(iv) Are necessary for operation, maintenance, installation, or training (other than detailed manufacturing or 
process data); or 

(v) Have been provided to the Government under a prior contract or licensing agreement through which the 
Government has acquired the rights to use, modify, reproduce, release, perform, display, or disclose the data 
without restrictions. 

(2) Except as provided in paragraph (b)(1) of this clause, the Government may use, modify, reproduce, release, 
perform, display, or disclose technical data within the Government only. The Government shall not— 

(i) Use the technical data to manufacture additional quantities of the commercial products; or 

https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.204-7014
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.227-7025
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(ii) Release, perform, display, disclose, or authorize use of the technical data outside the Government without the 
Contractor's written permission unless a release, disclosure, or permitted use is necessary for emergency repair or 
overhaul of the commercial products furnished under this contract, or for performance of work by covered 
Government support contractors. 

(3) The Contractor acknowledges that— 

(i) Technical data covered by paragraph (b)(2) of this clause are authorized to be released or disclosed to covered 
Government support contractors; 

(ii) The Contractor will be notified of such release or disclosure; 

(iii) The Contractor (or the party asserting restrictions as identified in a restrictive legend) may require each such 
covered Government support contractor to enter into a non-disclosure agreement directly with the Contractor (or 
the party asserting restrictions) regarding the covered Government support contractor’s use of such data, or 
alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement for an non-
disclosure agreement; and 

(iv) Any such non-disclosure agreement shall address the restrictions on the covered Government support 
contractor's use of the data as set forth in the clause at 252.227-7025 , Limitations on the Use or Disclosure of 
Government-Furnished Information Marked with Restrictive Legends. The non-disclosure agreement shall not 
include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure 
agreement. 

(c) Additional license rights. The Contractor, its subcontractors, and suppliers are not required to provide the 
Government additional rights to use, modify, reproduce, release, perform, display, or disclose technical data. 
However, if the Government desires to obtain additional rights in technical data, the Contractor agrees to 
promptly enter into negotiations with the Contracting Officer to determine whether there are acceptable terms for 
transferring such rights. All technical data in which the Contractor has granted the Government additional rights 
shall be listed or described in a special license agreement made part of this contract. The license shall enumerate 
the additional rights granted the Government in such data. 

(d) Release from liability. The Contractor agrees that the Government, and other persons to whom the 
Government may have released or disclosed technical data delivered or otherwise furnished under this contract, 
shall have no liability for any release or disclosure of technical data that are not marked to indicate that such data 
are licensed data subject to use, modification, reproduction, release, performance, display, or disclosure 
restrictions. 

(e) Applicability to subcontractors or suppliers. 

(1) The Contractor shall recognize and protect the rights afforded its subcontractors and suppliers under 10 
U.S.C. 3771-3775 and 10 U.S.C. 3781-3786. 

(2) Whenever any technical data related to commercial products or commercial services developed in any part at 
private expense will be obtained from a subcontractor or supplier for delivery to the Government under this 
contract, the Contractor shall use this same clause in the subcontract or other contractual instrument, including 
subcontracts and other contractual instruments for commercial products or commercial services, and require its 
subcontractors or suppliers to do so, without alteration, except to identify the parties. This clause will govern the 
technical data pertaining to any portion of a commercial product or commercial service that was developed 
exclusively at private expense, and the clause at 252.227-7013 will govern the technical data pertaining to any 
portion of a commercial product or commercial service that was developed in any part at Government expense. 

 

https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.227-7025
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.227-7013
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252.227-7037 Validation of Restrictive Markings on Technical Data. 

As prescribed in 227.7102-4(c), 227.7103-6(e)(3), 227.7104 (e)(5), or 227.7203-6 (f), use the following clause: 

VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL DATA (JAN 2023) 

(a) Definitions. The terms used in this clause are defined in the Rights in Technical Data—Other Than 
Commercial Products and Commercial Services clause of this contract. 

(b) Commercial products or commercial services–presumption regarding development exclusively at private 
expense. The Contracting Officer will presume that the Contractor’s or a subcontractor’s asserted use or release 
restrictions with respect to a commercial product or commercial service are justified on the basis that the item 
was developed exclusively at private expense. The Contracting Officer will not issue a challenge unless there are 
reasonable grounds to question the validity of the assertion that the commercial product or commercial service 
was developed exclusively at private expense. 

(c) Justification. The Contractor or subcontractor at any tier is responsible for maintaining records sufficient to 
justify the validity of its markings that impose restrictions on the Government and others to use, duplicate, or 
disclose technical data delivered or required to be delivered under the contract or subcontract. Except as provided 
in paragraph (b)(1) of this clause, the Contractor or subcontractor shall be prepared to furnish to the Contracting 
Officer a written justification for such restrictive markings in response to a challenge under paragraph (e) of this 
clause. 

(d) Prechallenge request for information. 

(1) The Contracting Officer may request the Contractor or subcontractor to furnish a written explanation for any 
restriction asserted by the Contractor or subcontractor on the right of the United States or others to use technical 
data. If, upon review of the explanation submitted, the Contracting Officer remains unable to ascertain the basis 
of the restrictive marking, the Contracting Officer may further request the Contractor or subcontractor to furnish 
additional information in the records of, or otherwise in the possession of or reasonably available to, the 
Contractor or subcontractor to justify the validity of any restrictive marking on technical data delivered or to be 
delivered under the contract or subcontract (e.g., a statement of facts accompanied with supporting 
documentation). The Contractor or subcontractor shall submit such written data as requested by the Contracting 
Officer within the time required or such longer period as may be mutually agreed. 

(2) If the Contracting Officer, after reviewing the written data furnished pursuant to paragraph (d)(1) of this 
clause, or any other available information pertaining to the validity of a restrictive marking, determines that 
reasonable grounds exist to question the current validity of the marking and that continued adherence to the 
marking would make impracticable the subsequent competitive acquisition of the item, component, or process to 
which the technical data relates, the Contracting Officer will follow the procedures in paragraph (e) of this clause. 

(3) If the Contractor or subcontractor fails to respond to the Contracting Officer's request for information under 
paragraph (d)(1) of this clause, and the Contracting Officer determines that continued adherence to the marking 
would make impracticable the subsequent competitive acquisition of the item, component, or process to which 
the technical data relates, the Contracting Officer may challenge the validity of the marking as described in 
paragraph (e) of this clause. 

(e) Challenge. 

(1) Notwithstanding any provision of this contract concerning inspection and acceptance, if the Contracting 
Officer determines that a challenge to the restrictive marking is warranted, the Contracting Officer will send a 
written challenge notice to the Contractor or subcontractor asserting the restrictive markings. The challenge 
notice and all related correspondence shall be subject to handling procedures for classified information and 
controlled unclassified information. Such challenge will — 

https://www.acquisition.gov/dfars/part-227-patents-data-and-copyrights#DFARS_227.7102-4
https://www.acquisition.gov/dfars/part-227-patents-data-and-copyrights#DFARS_227.7103-6
https://www.acquisition.gov/dfars/part-227-patents-data-and-copyrights#DFARS_227.7104
https://www.acquisition.gov/dfars/part-227-patents-data-and-copyrights#DFARS_227.7203-6
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(i) State the specific grounds for challenging the asserted restriction including, for commercial products or 
commercial services, sufficient information to reasonably demonstrate that the commercial product or 
commercial service was not developed exclusively at private expense ; 

(ii) Require a response within 60 days justifying and providing sufficient evidence as to the current validity of the 
asserted restriction; 

(iii) State that a DoD Contracting Officer's final decision, issued pursuant to paragraph (g) of this clause, 
sustaining the validity of a restrictive marking identical to the asserted restriction, within the three-year period 
preceding the challenge, shall serve as justification for the asserted restriction if the validated restriction was 
asserted by the same Contractor or subcontractor (or any licensee of such Contractor or subcontractor) to which 
such notice is being provided; and 

(iv) State that failure to respond to the challenge notice may result in issuance of a final decision pursuant to 
paragraph (f) of this clause. 

(2) The Contracting Officer will extend the time for response as appropriate if the Contractor or subcontractor 
submits a written request showing the need for additional time to prepare a response. 

(3) The Contractor's or subcontractor's written response shall be considered a claim within the meaning of 41 
U.S.C. 7101, Contract Disputes, and shall be certified in the form prescribed at 33.207 of the Federal Acquisition 
Regulation, regardless of dollar amount. 

(4) A Contractor or subcontractor receiving challenges to the same restrictive markings from more than one 
Contracting Officer shall notify each Contracting Officer of the existence of more than one challenge. The notice 
shall also state which Contracting Officer initiated the first in time unanswered challenge. The Contracting 
Officer initiating the first in time unanswered challenge after consultation with the Contractor or subcontractor 
and the other Contracting Officers, will formulate and distribute a schedule for responding to each of the 
challenge notices to all interested parties. The schedule will afford the Contractor or subcontractor an opportunity 
to respond to each challenge notice. All parties will be bound by this schedule. 

(f) Final decision when Contractor or subcontractor fails to respond.Upon a failure of a Contractor or 
subcontractor to submit any response to the challenge notice the Contracting Officer will issue a final decision to 
the Contractor or subcontractor in accordance with the Disputes clause of this contract. In order to sustain the 
challenge for commercial products or commercial services, the Contracting Officer will provide information 
demonstrating that the commercial product or commercial service was not developed exclusively at private 
expense . This final decision will be issued as soon as possible after the expiration of the time period of paragraph 
(e)(1)(ii) or (e)(2) of this clause. Following issuance of the final decision, the Contracting Officer will comply 
with the procedures in paragraphs (g)(2)(ii) through (iv) of this clause. 

(g) Final decision when Contractor or subcontractor responds. 

(1) If the Contracting Officer determines that the Contractor or subcontractor has justified the validity of the 
restrictive marking, the Contracting Officer will issue a final decision to the Contractor or subcontractor 
sustaining the validity of the restrictive marking, and stating that the Government will continue to be bound by 
the restrictive marking. This final decision will be issued within 60 days after receipt of the Contractor's or 
subcontractor's response to the challenge notice, or within such longer period that the Contracting Officer has 
notified the Contractor or subcontractor that the Government will require. The notification of a longer period for 
issuance of a final decision will be made within 60 days after receipt of the response to the challenge notice. 

(2)(i) If the Contracting Officer determines that the validity of the restrictive marking is not justified, the 
Contracting Officer will issue a final decision to the Contractor or subcontractor in accordance with the Disputes 
clause of this contract. In order to sustain the challenge for commercial products or commercial services, the 
Contracting Officer will provide information demonstrating that the commercial product or service was not 
developed exclusively at private expense. Notwithstanding paragraph (e) of the Disputes clause, the final decision 
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will be issued within 60 days after receipt of the Contractor's or subcontractor's response to the challenge notice, 
or within such longer period that the Contracting Officer has notified the Contractor or subcontractor that the 
Government will require. The notification of a longer period for issuance of a final decision will be made within 
60 days after receipt of the response to the challenge notice. 

(ii) The Government agrees that it will continue to be bound by the restrictive marking for a period of 90 days 
from the issuance of the Contracting Officer's final decision under paragraph (g)(2)(i) of this clause. The 
Contractor or subcontractor agrees that, if it intends to file suit in the United States Claims Court it will provide a 
notice of intent to file suit to the Contracting Officer within 90 days from the issuance of the Contracting Officer's 
final decision under paragraph (g)(2)(i) of this clause. If the Contractor or subcontractor fails to appeal, file suit, 
or provide a notice of intent to file suit to the Contracting Officer within the 90-day period, the Government may 
cancel or ignore the restrictive markings, and the failure of the Contractor or subcontractor to take the required 
action constitutes agreement with such Government action. 

(iii) The Government agrees that it will continue to be bound by the restrictive marking where a notice of intent to 
file suit in the United States Claims Court is provided to the Contracting Officer within 90 days from the issuance 
of the final decision under paragraph (g)(2)(i) of this clause. The Government will no longer be bound, and the 
Contractor or subcontractor agrees that the Government may strike or ignore the restrictive markings, if the 
Contractor or subcontractor fails to file its suit within 1 year after issuance of the final decision. Notwithstanding 
the foregoing, where the head of an agency determines, on a nondelegable basis, that urgent or compelling 
circumstances will not permit waiting for the filing of a suit in the United States Claims Court, the Contractor or 
subcontractor agrees that the agency may, following notice to the Contractor or subcontractor, authorize release 
or disclosure of the technical data. Such agency determination may be made at any time after issuance of the final 
decision and will not affect the Contractor's or subcontractor's right to damages against the United States where 
its restrictive markings are ultimately upheld or to pursue other relief, if any, as may be provided by law. 

(iv) The Government agrees that it will be bound by the restrictive marking where an appeal or suit is filed 
pursuant to the Contract Disputes statute until final disposition by an agency Board of Contract Appeals or the 
United States Claims Court. Notwithstanding the foregoing, where the head of an agency determines, on a 
nondelegable basis, following notice to the Contractor that urgent or compelling circumstances will not permit 
awaiting the decision by such Board of Contract Appeals or the United States Claims Court, the Contractor or 
subcontractor agrees that the agency may authorize release or disclosure of the technical data. Such agency 
determination may be made at any time after issuance of the final decision and will not affect the Contractor's or 
subcontractor's right to damages against the United States where its restrictive markings are ultimately upheld or 
to pursue other relief, if any, as may be provided by law. 

(h) Final disposition of appeal or suit. 

(1) If the Contractor or subcontractor appeals or files suit and if, upon final disposition of the appeal or suit, the 
Contracting Officer's decision is sustained— 

(i) The restrictive marking on the technical data shall be cancelled, corrected or ignored; and 

(ii) If the restrictive marking is found not to be substantially justified, the Contractor or subcontractor, as 
appropriate, shall be liable to the Government for payment of the cost to the Government of reviewing the 
restrictive marking and the fees and other expenses (as defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the 
Government in challenging the marking, unless special circumstances would make such payment unjust. 

(2) If the Contractor or subcontractor appeals or files suit and if, upon final disposition of the appeal or suit, the 
Contracting Officer's decision is not sustained— 

(i) The Government will continue to be bound by the restrictive marking; and 
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(ii) The Government will be liable to the Contractor or subcontractor for payment of fees and other expenses (as 
defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the Contractor or subcontractor in defending the marking, if the 
challenge by the Government is found not to have been made in good faith. 

(i) Duration of right to challenge. The Government may review the validity of any restriction on technical data, 
delivered or to be delivered under a contract, asserted by the Contractor or subcontractor. During the period 
within three 3 years of final payment on a contract or within three 3 years of delivery of the technical data to the 
Government, whichever is later, the Contracting Officer may review and make a written determination to 
challenge the restriction. The Government may, however, challenge a restriction on the release, disclosure , or use 
of technical data at any time if such technical data— 

(1) Is publicly available; 

(2) Has been furnished to the United States without restriction; or 

(3) Has been otherwise made available without restriction. Only the Contracting Officer's final decision resolving 
a formal challenge by sustaining the validity of a restrictive marking constitutes “validation” as addressed in 10 
U.S.C. 3785(c). 

(j) Decision not to challenge. A decision by the Government, or a determination by the Contracting Officer, to 
not challenge the restrictive marking or asserted restriction shall not constitute “validation.” 

(k) Privity of contract. The Contractor or subcontractor agrees that the Contracting Officer may transact matters 
under this clause directly with subcontractors at any tier that assert restrictive markings. However, this clause 
neither creates nor implies privity of contract between the Government and subcontractors. 

(l) Flowdown. The Contractor or subcontractor agrees to insert this clause in contractual instruments, including 
subcontracts and other contractual instruments for commercial products or commercial services, with its 
subcontractors or suppliers at any tier requiring the delivery of technical data. 

 

252.239-7010 Cloud Computing Services. 

As prescribed in 239.7604 (b), use the following clause: 

CLOUD COMPUTING SERVICES (JAN 2023) 

(a)Definitions. As used in this clause— 

“Authorizing official,” as described in DoD Instruction 8510.01, Risk Management Framework (RMF) for DoD 
Information Technology (IT), means the senior Federal official or executive with the authority to formally 
assume responsibility for operating an information system at an acceptable level of risk to organizational 
operations (including mission, functions, image, or reputation), organizational assets, individuals, other 
organizations, and the Nation. 

“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal management effort or service provider interaction. This includes 
other commercial terms, such as on-demand self-service, broad network access, resource pooling, rapid elasticity, 
and measured service. It also includes commercial offerings for software-as-a-service, infrastructure-as-a-service, 
and platform-as-a-service. 

https://www.acquisition.gov/dfars/part-239-acquisition-information-technology#DFARS_239.7604


1572405:2 
 
 

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a 
system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an 
object, or the copying of information to unauthorized media may have occurred. 

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an 
actual or potentially adverse effect on an information system and/or the information residing therein. 

“Government data” means any information, document, media, or machine readable material regardless of 
physical form or characteristics, that is created or obtained by the Government in the course of official 
Government business. 

“Government-related data” means any information, document, media, or machine readable material regardless of 
physical form or characteristics that is created or obtained by a contractor through the storage, processing, or 
communication of Government data. This does not include contractor’s business records e.g. financial records, 
legal records etc. or data such as operating procedures, software coding or algorithms that are not uniquely 
applied to the Government data. 

“Information system” means a discrete set of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information. 

“Media” means physical devices or writing surfaces including, but not limited to, magnetic tapes, optical disks, 
magnetic disks, large-scale integration memory chips, and printouts onto which information is recorded, stored, 
or printed within an information system. 

“Spillage” security incident that results in the transfer of classified or controlled unclassified information onto an 
information system not accredited (i.e., authorized) for the appropriate security level. 

(b) Cloud computing security requirements. The requirements of this clause are applicable when using cloud 
computing to provide information technology services in the performance of the contract. 

(1) If the Contractor indicated in its offer that it “does not anticipate the use of cloud computing services in the 
performance of a resultant contract,” in response to provision 252.239-7009 , Representation of Use of Cloud 
Computing, and after the award of this contract, the Contractor proposes to use cloud computing services in the 
performance of the contract, the Contractor shall obtain approval from the Contracting Officer prior to utilizing 
cloud computing services in performance of the contract. 

(2) The Contractor shall implement and maintain administrative, technical, and physical safeguards and controls 
with the security level and services required in accordance with the Cloud Computing Security Requirements 
Guide (SRG) (version in effect at the time the solicitation is issued or as authorized by the Contracting Officer) 
found at https://public.cyber.mil/dccs/dccs-documents/ unless notified by the Contracting Officer that this 
requirement has been waived by the DoD Chief Information Officer. 

(3) The Contractor shall maintain within the United States or outlying areas all Government data that is not 
physically located on DoD premises, unless the Contractor receives written notification from the Contracting 
Officer to use another location, in accordance with DFARS 239.7602-2 (a). 

(c) Limitations on access to, and use and disclosure of Government data and Government-related data. 

(1) The Contractor shall not access, use, or disclose Government data unless specifically authorized by the terms 
of this contract or a task order or delivery order issued hereunder. 

(i) If authorized by the terms of this contract or a task order or delivery order issued hereunder, any access to, or 
use or disclosure of, Government data shall only be for purposes specified in this contract or task order or 
delivery order. 

https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses#DFARS_252.239-7009
https://public.cyber.mil/dccs/dccs-documents/
https://www.acquisition.gov/dfars/part-239-acquisition-information-technology#DFARS_239.7602-2
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(ii) The Contractor shall ensure that its employees are subject to all such access, use, and disclosure prohibitions 
and obligations. 

(iii) These access, use, and disclosure prohibitions and obligations shall survive the expiration or termination of 
this contract. 

(2) The Contractor shall use Government-related data only to manage the operational environment that supports 
the Government data and for no other purpose unless otherwise permitted with the prior written approval of the 
Contracting Officer. 

(d) Cloud computing services cyber incident reporting. The Contractor shall report all cyber incidents that are 
related to the cloud computing service provided under this contract. Reports shall be submitted to DoD 
via http://dibnet.dod.mil/. 

(e) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in 
connection with a reported cyber incident shall submit the malicious software in accordance with instructions 
provided by the Contracting Officer. 

(f) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor 
shall preserve and protect images of all known affected information systems identified in the cyber incident report 
(see paragraph (d) of this clause) and all relevant monitoring/packet capture data for at least 90 days from the 
submission of the cyber incident report to allow DoD to request the media or decline interest. 

(g) Access to additional information or equipment necessary for forensic analysis.Upon request by DoD, the 
Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a 
forensic analysis. 

(h) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting 
Officer will request that the Contractor provide all of the damage assessment information gathered in accordance 
with paragraph (f) of this clause. 

(i) Records management and facility access. 

(1) The Contractor shall provide the Contracting Officer all Government data and Government-related data in the 
format specified in the contract. 

(2) The Contractor shall dispose of Government data and Government-related data in accordance with the terms 
of the contract and provide the confirmation of disposition to the Contracting Officer in accordance with contract 
closeout procedures. 

(3) The Contractor shall provide the Government, or its authorized representatives, access to all Government data 
and Government-related data, access to contractor personnel involved in performance of the contract, and 
physical access to any Contractor facility with Government data, for the purpose of audits, investigations, 
inspections, or other similar activities, as authorized by law or regulation. 

(j) Notification of third party access requests. The Contractor shall notify the Contracting Officer promptly of any 
requests from a third party for access to Government data or Government-related data, including any warrants, 
seizures, or subpoenas it receives, including those from another Federal, State, or local agency. 

The Contractor shall cooperate with the Contracting Officer to take all measures to protect Government data and 
Government-related data from any unauthorized disclosure. 

http://dibnet.dod.mil/
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(k) Spillage.Upon notification by the Government of a spillage, or upon the Contractor’s discovery of a spillage, 
the Contractor shall cooperate with the Contracting Officer to address the spillage in compliance with agency 
procedures. 

(l) Subcontracts. The Contractor shall include this clause, including this paragraph (l), in all subcontracts that 
involve or may involve cloud services, including subcontracts for commercial services. 

 

952.204-77 Computer security. 

As prescribed in 904.404(d)(7), the following clause shall be included: 

Computer Security (AUG 2006) 

(a) Definitions. 

(1) Computer means desktop computers, portable computers, computer networks (including the DOE Network 
and local area networks at or controlled by DOE organizations), network devices, automated information 
systems, and or other related computer equipment owned by, leased, or operated on behalf of the DOE. 

(2) Individual means a DOE Contractor or subcontractor employee, or any other person who has been granted 
access to a DOE computer or to information on a DOE computer, and does not include a member of the public 
who sends an e-mail message to a DOE computer or who obtains information available to the public on DOE 
Web sites. 

(b) Access to DOE computers. A Contractor shall not allow an individual to have access to information on a DOE 
computer unless - 

(1) The individual has acknowledged in writing that the individual has no expectation of privacy in the use of a 
DOE computer; and 

(2) The individual has consented in writing to permit access by an authorized investigative agency to any DOE 
computer used during the period of that individual's access to information on a DOE computer, and for a period 
of three years thereafter. 

(c) No expectation of privacy. Notwithstanding any other provision of law (including any provision of law 
enacted by the Electronic Communications Privacy Act of 1986), no individual using a DOE computer shall have 
any expectation of privacy in the use of that computer. 

(d) Written records. The Contractor is responsible for maintaining written records for itself and subcontractors 
demonstrating compliance with the provisions of paragraph (b) of this section. The Contractor agrees to provide 
access to these records to the DOE, or its authorized agents, upon request. 

(e) Subcontracts. The Contractor shall insert this clause, including this paragraph (e), in subcontracts under this 
contract that may provide access to computers owned, leased or operated on behalf of the DOE. 

 

952.208-70 Printing. 

As prescribed in 908.802, insert the following clause: 

Printing (APR 1984) 
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The Contractor shall not engage in, nor subcontract for, any printing (as that term is defined in Title I of the U.S. 
Government Printing and Binding Regulations in effect on the effective date of this contract) in connection with 
the performance of work under this contract. Provided, however, that performance of a requirement under this 
contract involving the duplication of less than 5,000 copies of a single unit, or no more than 25,000 units in the 
aggregate of multiple units, will not be deemed to be printing. A unit is defined as one sheet, size 8 1/2 by 11 
inches one side only, one color. A requirement is defined as a single publication document. 

(1) The term printing includes the following processes: composition, plate making, presswork, binding, 
microform publishing, or the end items produced by such processes. 

(2) If fulfillment of the contract will necessitate reproduction in excess of the limits set forth above, the 
Contractor shall notify the Contracting Officer in writing and obtain the Contracting Officer's approval prior to 
acquiring on DOE's behalf production, acquisition, and dissemination of printed matter. Such printing must be 
obtained from the Government Printing Office (GPO), a contract source designated by GPO or a Joint Committee 
on Printing authorized federal printing plant. 

(3) Printing services not obtained in compliance with this guidance will result in the cost of such printing being 
disallowed. 

(4) The Contractor will include in each of his subcontracts hereunder a provision substantially the same as this 
clause including this paragraph (4). 

 

 

 
 
 

Additional Department of Defense Clauses Incorporated by Reference 
 

 252.203-7002 Requirement to Inform Employees of Whistleblower Rights 
252.204-7014 Limitations on the Use or Disclosure of Information by Litigation Support 

Contractors. 
 

252.204-7015 
 

Notice of Authorized Disclosure of Information for Litigation Support. 
 

252.204-7018 
 

Prohibition onthe Acquisition of Covered Defense Telecommunications 
Equipment or Services. 
 

252.204-7020 
 

NIST SP 800-171DoD Assessment Requirements 
 

252.204-7021 
 

Cybersecurity Maturity Model Certification Requirements. 
 

252.223-7008 
 

Prohibition of Hexavalent Chromium. 
 

252.225-7009 
 

Restriction on Acquisition of Certain Articles Containing Specialty Metals. 
 

252.225-7060 Prohibition on Certain Procurements from the Xinjiang Uyghur 
Autonomous Region 
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252.225-7056 
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	52.244-6 Subcontracts for Commercial Products and Commercial Services.
	As prescribed in 44.403 , insert the following clause:
	Subcontracts for Commercial Products and Commercial Services (Jun 2023)
	(a) Definitions. As used in this clause—
	Commercial product, commercial service and commercially available off-the-shelf item have the meanings contained in Federal Acquisition Regulation (FAR) 2.101.
	Subcontract includes a transfer of commercial products or commercial services between divisions, subsidiaries, or affiliates of the Contractor or subcontractor at any tier.
	(b) To the maximum extent practicable, the Contractor shall incorporate, and require its subcontractors at all tiers to incorporate, commercial products, commercial services, or non-developmental items as components of items to be supplied under this contract.
	(c) 
	(1) The Contractor shall insert the following clauses in subcontracts for commercial products or commercial services:
	(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41 U.S.C. 3509), if the subcontract exceeds the threshold specified in FAR 3.1004(a) on the date of subcontract award, and has a performance period of more than 120 days. In altering this clause to identify the appropriate parties, all disclosures of violation of the civil False Claims Act or of Federal criminal law shall be directed to the agency Office of the Inspector General, with a copy to the Contracting Officer.
	(ii) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-5), if the subcontract is funded under the Recovery Act.
	(iii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017).
	(iv) 52.204-21, Basic Safeguarding of Covered Contractor Information Systems (Nov 2021) , other than subcontracts for commercially available off-the-shelf items, if flow down is required in accordance with paragraph (c) of FAR clause 52.204-21.
	(v) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities (Nov 2021) (Section 1634 of Pub. L. 115-91).
	(vi) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).
	(vii) 52.204-27, Prohibition on a ByteDance Covered Application (Jun 2023) (Section 102 of Division R of Pub. L. 117-328).
	(viii) 52.219-8, Utilization of Small Business Concerns (Oct 2022) ( 15 U.S.C.637(d)(2) and (3)), if the subcontract offers further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exceeds the applicable threshold specified in FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.
	(ix) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
	(x) 52.222-26, Equal Opportunity (Sept 2016) (E.O.11246).
	(xi) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C.4212(a));
	(xii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020)( 29 U.S.C.793).
	(xiii) 52.222-37, Employment Reports on Veterans (Jun 2020) ( 38 U.S.C.4212).
	(xiv) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496), if flow down is required in accordance with paragraph (f) of FAR clause 52.222-40.
	(xv) 
	(A) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter 78 and E.O. 13627).
	(B) Alternate I (Mar 2015) of 52.222-50( 22 U.S.C. chapter 78 and E.O. 13627).
	/(xvi) 52.222-55, Minimum Wages for Contractor Workers under Executive Order 14026 (Jan 2022), if flow down is required in accordance with paragraph (k) of FAR clause 52.222-55.
	(xvii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 13706), if flow down is required in accordance with paragraph (m) of FAR clause 52.222-62.
	(xviii) 
	(A) 52.224-3, Privacy Training (Jan 2017) ( 5 U.S.C. 552a) if flow down is required in accordance with 52.224-3(f).
	(B) Alternate I (Jan 2017) of 52.224-3, if flow down is required in accordance with 52.224-3(f) and the agency specifies that only its agency-provided training is acceptable).
	(xix) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).
	(xx) 52.232-40, Providing Accelerated Payments to Small Business Subcontractors (Mar 2023) , if flow down is required in accordance with paragraph (c) of FAR clause 52.232-40.
	(xxi) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 2021) ( 46 U.S.C. 55305 and 10 U.S.C.2631), if flow down is required in accordance with paragraph (d) of FAR clause 52.247-64.
	(2) While not required, the Contractor may flow down to subcontracts for commercial products or commercial services a minimal number of additional clauses necessary to satisfy its contractual obligations.
	(d) The Contractor shall include the terms of this clause, including this paragraph (d), in subcontracts awarded under this contract.
	Prohibition of Segregated Facilities (52.222-21) 
	Equal Opportunity (52.222-26)
	Equal Opportunity for Veterans (42.222-35)
	Equal Opportunity for Workers with Disabilities (52.222-36)
	Employment Reports on Veterans (52.222-37)
	252.204-7009 Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.
	As prescribed in 204.7304 (b), use the following clause:
	LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT INFORMATION (JAN 2023)
	(a) Definitions. As used in this clause—
	“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may have occurred.
	“Controlled technical information” means technical information with military or space application that is subject to controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term does not include information that is lawfully publicly available without restrictions.
	“Covered defense information” means unclassified controlled technical information or other information (as described in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-list.html) that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is—
	(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or on behalf of DoD in support of the performance of the contract; or
	(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract.
	“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse effect on an information system and/or the information residing therein.
	“Information system” means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information.
	“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered defense information is recorded, stored, or printed within a covered contractor information system.
	“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013 , Rights in Technical Data-Other Than Commercial Products and Commercial Services, regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of technical information include research and engineering data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses and related information, and computer software executable code and source code.
	(b) Restrictions. The Contractor agrees that the following conditions apply to any information it receives or creates in the performance of this contract that is information obtained from a third-party’s reporting of a cyber incident pursuant to DFARS clause 252.204-7012 , Safeguarding Covered Defense Information and Cyber Incident Reporting (or derived from such information obtained under that clause):
	(1) The Contractor shall access and use the information only for the purpose of furnishing advice or technical assistance directly to the Government in support of the Government’s activities related to clause 252.204-7012 , and shall not be used for any other purpose.
	(2) The Contractor shall protect the information against unauthorized release or disclosure.
	(3) The Contractor shall ensure that its employees are subject to use and non-disclosure obligations consistent with this clause prior to the employees being provided access to or use of the information.
	(4) The third-party contractor that reported the cyber incident is a third-party beneficiary of the non-disclosure agreement between the Government and Contractor, as required by paragraph (b)(3) of this clause.
	(5) A breach of these obligations or restrictions may subject the Contractor to—
	(i) Criminal, civil, administrative, and contractual actions in law and equity for penalties, damages, and other appropriate remedies by the United States; and
	(ii) Civil actions for damages and other appropriate remedies by the third party that reported the cyber incident, as a third party beneficiary of this clause.
	(c) Subcontracts. The Contractor shall include this clause, including this paragraph (c), in subcontracts, or similar contractual instruments, for services that include support for the Government’s activities related to safeguarding covered defense information and cyber incident reporting, including subcontracts for commercial items, without alteration, except to identify the parties.
	252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting.
	As prescribed in 204.7304 (c), use the following clause:
	SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (JAN 2023)
	(a) Definitions. As used in this clause—
	“Adequate security” means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or modification of information.
	“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may have occurred.
	“Contractor attributional/proprietary information” means information that identifies the contractor(s), whether directly or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program description, facility locations), personally identifiable information, as well as trade secrets, commercial or financial information, or other commercially sensitive information that is not customarily shared outside of the company.
	“Controlled technical information” means technical information with military or space application that is subject to controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term does not include information that is lawfully publicly available without restrictions.
	“Covered contractor information system” means an unclassified information system that is owned, or operated by or for, a contractor and that processes, stores, or transmits covered defense information.
	“Covered defense information” means unclassified controlled technical information or other information, as described in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is—
	(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or on behalf of DoD in support of the performance of the contract; or
	(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract.
	“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse effect on an information system and/or the information residing therein.
	“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for investigative purposes in a manner that maintains the integrity of the data.
	“Information system” means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information.
	“Malicious software” means computer software or firmware intended to perform an unauthorized process that will have adverse impact on the confidentiality, integrity, or availability of an information system. This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and some forms of adware.
	“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered defense information is recorded, stored, or printed within a covered contractor information system.
	‘‘Operationally critical support’’ means supplies or services designated by the Government as critical for airlift, sealift, intermodal transportation services, or logistical support that is essential to the mobilization, deployment, or sustainment of the Armed Forces in a contingency operation.
	“Rapidly report” means within 72 hours of discovery of any cyber incident.
	“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013 , Rights in Technical Data—Other Than Commercial Products and Commercial Services, regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of technical information include research and engineering data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses and related information, and computer software executable code and source code.
	(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information systems. To provide adequate security, the Contractor shall implement, at a minimum, the following information security protections:
	(1) For covered contractor information systems that are part of an Information Technology (IT) service or system operated on behalf of the Government, the following security requirements apply:
	(i) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010 , Cloud Computing Services, of this contract.
	(ii) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements specified elsewhere in this contract.
	(2) For covered contractor information systems that are not part of an IT service or system operated on behalf of the Government and therefore are not subject to the security requirement specified at paragraph (b)(1) of this clause, the following security requirements apply:
	(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be subject to the security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations” (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the time the solicitation is issued or as authorized by the Contracting Officer.
	(ii)(A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31, 2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any security requirements specified by NIST SP 800-171 not implemented at the time of contract award.
	(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by an authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally effective, security measure that may be implemented in its place.
	(C) If the DoD CIO has previously adjudicated the contractor’s requests indicating that a requirement is not applicable or that an alternative security measure is equally effective, a copy of that approval shall be provided to the Contracting Officer when requesting its recognition under this contract.
	(D) If the Contractor intends to use an external cloud service provider to store, process, or transmit any covered defense information in performance of this contract, the Contractor shall require and ensure that the cloud service provider meets security requirements equivalent to those established by the Government for the Federal Risk and Authorization Management Program (FedRAMP) Moderate baseline (https://www.fedramp.gov/resources/documents/) and that the cloud service provider complies with requirements in paragraphs (c) through (g) of this clause for cyber incident reporting, malicious software, media preservation and protection, access to additional information and equipment necessary for forensic analysis, and cyber incident damage assessment.
	(3) Apply other information systems security measures when the Contractor reasonably determines that information systems security measures, in addition to those identified in paragraphs (b)(1) and (2) of this clause, may be required to provide adequate security in a dynamic environment or to accommodate special circumstances (e.g., medical devices) and any individual, isolated, or temporary deficiencies based on an assessed risk or vulnerability. These measures may be addressed in a system security plan.
	(c) Cyber incident reporting requirement.
	(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered defense information residing therein, or that affects the contractor’s ability to perform the requirements of the contract that are designated as operationally critical support and identified in the contract, the Contractor shall—
	(i) Conduct a review for evidence of compromise of covered defense information, including, but not limited to, identifying compromised computers, servers, specific data, and user accounts. This review shall also include analyzing covered contractor information system(s) that were part of the cyber incident, as well as other information systems on the Contractor’s network(s), that may have been accessed as a result of the incident in order to identify compromised covered defense information, or that affect the Contractor’s ability to provide operationally critical support; and
	(ii) Rapidly report cyber incidents to DoD at https://dibnet.dod.mil.
	(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall include, at a minimum, the required elements at https://dibnet.dod.mil.
	(3) Medium assurance certificate requirement.In order to report cyber incidents in accordance with this clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber incidents. For information on obtaining a DoD-approved medium assurance certificate, see https://public.cyber.mil/eca/.
	(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious software in connection with a reported cyber incident, submit the malicious software to DoD Cyber Crime Center (DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do not send the malicious software to the Contracting Officer.
	(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and protect images of all known affected information systems identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident report to allow DoD to request the media or decline interest.
	(f) Access to additional information or equipment necessary for forensic analysis.Upon request by DoD, the Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a forensic analysis.
	(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will request that the Contractor provide all of the damage assessment information gathered in accordance with paragraph (e) of this clause.
	(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect against the unauthorized use or release of information obtained from the contractor (or derived from information obtained from the contractor) under this clause that includes contractor attributional/proprietary information, including such information submitted in accordance with paragraph (c). To the maximum extent practicable, the Contractor shall identify and mark attributional/proprietary information. In making an authorized release of such information, the Government will implement appropriate procedures to minimize the contractor attributional/proprietary information that is included in such authorized release, seeking to include only that information that is necessary for the authorized purpose(s) for which the information is being released.
	(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not created by or for DoD is authorized to be released outside of DoD—
	(1) To entities with missions that may be affected by such information;
	(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;
	(3) To Government entities that conduct counterintelligence or law enforcement investigations;
	(4) For national security purposes, including cyber situational awareness and defense purposes (including with Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); or
	(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a contract that includes the clause at 252.204-7009 , Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.
	(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is obtained from the contractor (or derived from information obtained from the contractor) under this clause that is created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based restrictions on the Government’s use and release of such information.
	(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on the interception, monitoring, access, use, and disclosure of electronic communications and data.
	(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this clause in no way abrogates the Contractor’s responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified information systems as required by other applicable clauses of this contract, or as a result of other applicable U.S. Government statutory or regulatory requirements.
	(m) Subcontracts. The Contractor shall—
	(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual instruments, for operationally critical support, or for which subcontract performance will involve covered defense information, including subcontracts for commercial products or commercial services, without alteration, except to identify the parties. The Contractor shall determine if the information required for subcontractor performance retains its identity as covered defense information and will require protection under this clause, and, if necessary, consult with the Contracting Officer; and
	(2) Require subcontractors to—
	(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary from a NIST SP 800-171 security requirement to the Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) of this clause; and
	(ii) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier subcontractor) as soon as practicable, when reporting a cyber incident to DoD as required in paragraph (c) of this clause.
	252.225-7052 Restriction on the Acquisition of Certain Magnets, Tantalum, and Tungsten.
	As prescribed in 225.7018-5 , use the following clause:
	Restriction on the Acquisition of Certain Magnets, Tantalum, and Tungsten (JAN 2023)
	(a) Definitions. As used in this clause—
	“Assembly” means an item forming a portion of a system or subsystem that—
	(1) Can be provisioned and replaced as an entity; and
	(2) Incorporates multiple, replaceable parts.
	“Commercially available off-the-shelf item”—
	(1) Means any item of supply that is—
	(i) A commercial product (as defined in paragraph (1) of the definition of “commercial product” in section 2.101 of the Federal Acquisition Regulation);
	(ii) Sold in substantial quantities in the commercial marketplace; and
	(iii) Offered to the Government, under this contract or a subcontract at any tier, without modification, in the same form in which it is sold in the commercial marketplace; and
	(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural products and petroleum products.
	“Component” means any item supplied to the Government as part of an end item or of another component.
	“Covered country” means—
	(1) The Democratic People’s Republic of North Korea;
	(2) The People’s Republic of China;
	(3) The Russian Federation; or
	(4) The Islamic Republic of Iran.
	“Covered material” means—
	(1) Samarium-cobalt magnets;
	(2) Neodymium-iron-boron magnets;
	(3) Tantalum metals and alloys;
	( 4 ) Tungsten metal powder; and
	( 5 ) Tungsten heavy alloy or any finished or semi-finished component containing tungsten heavy alloy.
	“Electronic device” means an item that operates by controlling the flow of electrons or other electrically charged particles in circuits, using interconnections such as resistors, inductors, capacitors, diodes, switches, transistors, or integrated circuits.
	“End item” means the final production product when assembled or completed and ready for delivery under a line item of this contract.
	“Subsystem” means a functional grouping of items that combine to perform a major function within an end item, such as electrical power, attitude control, and propulsion.
	“Tungsten heavy alloy” means a tungsten base pseudo alloy that—
	(1) Meets the specifications of ASTM B777 or SAE-AMS-T-21014 for a particular class of tungsten heavy alloy; or
	(2) Contains at least 90 percent tungsten in a matrix of other metals (such as nickel-iron or nickel-copper) and has density of at least 16.5 g/cm3).
	(b) Restriction.
	(1) Except as provided in paragraph (c) of this clause, the Contractor shall not deliver under this contract any covered material melted or produced in any covered country, or any end item, manufactured in any covered country, that contains a covered material (10 U.S.C. 4872).
	(2)(i) For samarium-cobalt magnets and neodymium iron-boron magnets, this restriction includes—
	(A) Melting samarium with cobalt to produce the samarium-cobalt alloy or melting neodymium with iron and boron to produce the neodymium-iron-boron alloy; and
	(B) All subsequent phases of production of the magnets, such as powder formation, pressing, sintering or bonding, and magnetization.
	(ii) The restriction on melting and producing of samarium-cobalt magnets is in addition to any applicable restrictions on melting of specialty metals if the clause at 252.225-7009 , Restriction on Acquisition of Certain Articles Containing Specialty Metals, is included in the contract.
	(3) For production of tantalum metals of any kind and alloys, this restriction includes the reduction or melting of any form of tantalum to create tantalum metal including unwrought, powder, mill products, and alloys. The restriction also covers all subsequent phases of production of tantalum metals and alloys.
	(4) For production of tungsten metal powder and tungsten heavy alloy, this restriction includes–
	(i) Atomization;
	(ii) Calcination and reduction into powder;
	(iii) Final consolidation of non-melt derived metal powders; and
	(iv) All subsequent phases of production of tungsten metal powder, tungsten heavy alloy, or any finished or semi-finished component containing tungsten heavy alloy.
	(c) Exceptions. This clause does not apply—
	(1) To an end item containing a covered material that is—
	(i) A commercially available off-the-shelf item, other than—
	(A) A commercially available off-the-shelf item that is 50 percent or more tungsten by weight; or
	(B) A tantalum metal, tantalum alloy, or tungsten heavy alloy, such as bar, billet, slab, wire, cube, sphere, block, blank, plate, or sheet, that has not been incorporated into an end item, subsystem, assembly, or component;
	(ii) An electronic device, unless otherwise specified in the contract; or
	(iii) A neodymium-iron-boron magnet manufactured from recycled material if the milling of the recycled material and sintering of the final magnet takes place in the United States.
	(2) If the authorized agency official concerned has made a nonavailability determination, in accordance with section 225.7018-4 of the Defense Federal Acquisition Regulation Supplement, that compliant covered materials of satisfactory quality and quantity, in the required form, cannot be procured as and when needed at a reasonable price.
	(i) For tantalum metal, tantalum alloy, or tungsten heavy alloy, the term “required form” refers to the form of the mill product, such as bar, billet, wire, slab, plate, or sheet, in the grade appropriate for the production of a finished end item to be delivered to the Government under this contract; or a finished component assembled into an end item to be delivered to the Government under the contract.(ii) For samarium-cobalt magnets or neodymium-iron-boron magnets, the term “required form” refers to the form and properties of the magnets.
	(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in subcontracts and other contractual instruments that are for items containing a covered material, including subcontracts and other contractual instruments for commercial products, unless an exception in paragraph (c) of this clause applies. The Contractor shall not alter this clause other than to identify the appropriate parties.
	252.227-7015 Technical Data - Commercial Products and Commercial Services.
	As prescribed in 227.7102-4 (a)(1), use the following clause:
	TECHNICAL DATA—COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (MAR 2023)
	(a) Definitions. As used in this clause—
	(1) Commercial product and commercial service includes commercial components and commercial processes but does not include commercial computer software.
	(2) “Covered Government support contractor” means a contractor (other than a litigation support contractor covered by 252.204-7014 ) under a contract, the primary purpose of which is to furnish independent and impartial advice or technical assistance directly to the Government in support of the Government’s management and oversight of a program or effort (rather than to directly furnish an end item or service to accomplish a program or effort), provided that the contractor—
	(i) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in furnishing end items or services of the type developed or produced on the program or effort; and
	(ii) Receives access to technical data or computer software for performance of a Government contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.
	(3) “Form, fit, and function data” means technical data that describes the required overall physical, functional, and performance characteristics (along with the qualification requirements, if applicable) of an item, component, or process to the extent necessary to permit identification of physically and functionally interchangeable items.
	(4) “Technical data” means recorded information, regardless of the form or method of recording, of a scientific or technical nature (including computer software documentation). The term does not include computer software or financial, administrative, cost or pricing, or management information, or information incidental to contract administration.
	(b) License.
	(1) The Government shall have the unrestricted right to use, modify, reproduce, release, perform, display, or disclose technical data, and to permit others to do so, that—
	(i) Have been provided to the Government or others without restrictions on use, modification, reproduction, release, or further disclosure other than a release or disclosure resulting from the sale, transfer, or other assignment of interest in the technical data to another party or the sale or transfer of some or all of a business entity or its assets to another party;
	(ii) Are form, fit, and function data;
	(iii) Are a correction or change to technical data furnished to the Contractor by the Government;
	(iv) Are necessary for operation, maintenance, installation, or training (other than detailed manufacturing or process data); or
	(v) Have been provided to the Government under a prior contract or licensing agreement through which the Government has acquired the rights to use, modify, reproduce, release, perform, display, or disclose the data without restrictions.
	(2) Except as provided in paragraph (b)(1) of this clause, the Government may use, modify, reproduce, release, perform, display, or disclose technical data within the Government only. The Government shall not—
	(i) Use the technical data to manufacture additional quantities of the commercial products; or
	(ii) Release, perform, display, disclose, or authorize use of the technical data outside the Government without the Contractor's written permission unless a release, disclosure, or permitted use is necessary for emergency repair or overhaul of the commercial products furnished under this contract, or for performance of work by covered Government support contractors.
	(3) The Contractor acknowledges that—
	(i) Technical data covered by paragraph (b)(2) of this clause are authorized to be released or disclosed to covered Government support contractors;
	(ii) The Contractor will be notified of such release or disclosure;
	(iii) The Contractor (or the party asserting restrictions as identified in a restrictive legend) may require each such covered Government support contractor to enter into a non-disclosure agreement directly with the Contractor (or the party asserting restrictions) regarding the covered Government support contractor’s use of such data, or alternatively, that the Contractor (or party asserting restrictions) may waive in writing the requirement for an non-disclosure agreement; and
	(iv) Any such non-disclosure agreement shall address the restrictions on the covered Government support contractor's use of the data as set forth in the clause at 252.227-7025 , Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends. The non-disclosure agreement shall not include any additional terms and conditions unless mutually agreed to by the parties to the non-disclosure agreement.
	(c) Additional license rights. The Contractor, its subcontractors, and suppliers are not required to provide the Government additional rights to use, modify, reproduce, release, perform, display, or disclose technical data. However, if the Government desires to obtain additional rights in technical data, the Contractor agrees to promptly enter into negotiations with the Contracting Officer to determine whether there are acceptable terms for transferring such rights. All technical data in which the Contractor has granted the Government additional rights shall be listed or described in a special license agreement made part of this contract. The license shall enumerate the additional rights granted the Government in such data.
	(d) Release from liability. The Contractor agrees that the Government, and other persons to whom the Government may have released or disclosed technical data delivered or otherwise furnished under this contract, shall have no liability for any release or disclosure of technical data that are not marked to indicate that such data are licensed data subject to use, modification, reproduction, release, performance, display, or disclosure restrictions.
	(e) Applicability to subcontractors or suppliers.
	(1) The Contractor shall recognize and protect the rights afforded its subcontractors and suppliers under 10 U.S.C. 3771-3775 and 10 U.S.C. 3781-3786.
	(2) Whenever any technical data related to commercial products or commercial services developed in any part at private expense will be obtained from a subcontractor or supplier for delivery to the Government under this contract, the Contractor shall use this same clause in the subcontract or other contractual instrument, including subcontracts and other contractual instruments for commercial products or commercial services, and require its subcontractors or suppliers to do so, without alteration, except to identify the parties. This clause will govern the technical data pertaining to any portion of a commercial product or commercial service that was developed exclusively at private expense, and the clause at 252.227-7013 will govern the technical data pertaining to any portion of a commercial product or commercial service that was developed in any part at Government expense.
	252.227-7037 Validation of Restrictive Markings on Technical Data.
	As prescribed in 227.7102-4(c), 227.7103-6(e)(3), 227.7104 (e)(5), or 227.7203-6 (f), use the following clause:
	VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL DATA (JAN 2023)
	(a) Definitions. The terms used in this clause are defined in the Rights in Technical Data—Other Than Commercial Products and Commercial Services clause of this contract.
	(b) Commercial products or commercial services–presumption regarding development exclusively at private expense. The Contracting Officer will presume that the Contractor’s or a subcontractor’s asserted use or release restrictions with respect to a commercial product or commercial service are justified on the basis that the item was developed exclusively at private expense. The Contracting Officer will not issue a challenge unless there are reasonable grounds to question the validity of the assertion that the commercial product or commercial service was developed exclusively at private expense.
	(c) Justification. The Contractor or subcontractor at any tier is responsible for maintaining records sufficient to justify the validity of its markings that impose restrictions on the Government and others to use, duplicate, or disclose technical data delivered or required to be delivered under the contract or subcontract. Except as provided in paragraph (b)(1) of this clause, the Contractor or subcontractor shall be prepared to furnish to the Contracting Officer a written justification for such restrictive markings in response to a challenge under paragraph (e) of this clause.
	(d) Prechallenge request for information.
	(1) The Contracting Officer may request the Contractor or subcontractor to furnish a written explanation for any restriction asserted by the Contractor or subcontractor on the right of the United States or others to use technical data. If, upon review of the explanation submitted, the Contracting Officer remains unable to ascertain the basis of the restrictive marking, the Contracting Officer may further request the Contractor or subcontractor to furnish additional information in the records of, or otherwise in the possession of or reasonably available to, the Contractor or subcontractor to justify the validity of any restrictive marking on technical data delivered or to be delivered under the contract or subcontract (e.g., a statement of facts accompanied with supporting documentation). The Contractor or subcontractor shall submit such written data as requested by the Contracting Officer within the time required or such longer period as may be mutually agreed.
	(2) If the Contracting Officer, after reviewing the written data furnished pursuant to paragraph (d)(1) of this clause, or any other available information pertaining to the validity of a restrictive marking, determines that reasonable grounds exist to question the current validity of the marking and that continued adherence to the marking would make impracticable the subsequent competitive acquisition of the item, component, or process to which the technical data relates, the Contracting Officer will follow the procedures in paragraph (e) of this clause.
	(3) If the Contractor or subcontractor fails to respond to the Contracting Officer's request for information under paragraph (d)(1) of this clause, and the Contracting Officer determines that continued adherence to the marking would make impracticable the subsequent competitive acquisition of the item, component, or process to which the technical data relates, the Contracting Officer may challenge the validity of the marking as described in paragraph (e) of this clause.
	(e) Challenge.
	(1) Notwithstanding any provision of this contract concerning inspection and acceptance, if the Contracting Officer determines that a challenge to the restrictive marking is warranted, the Contracting Officer will send a written challenge notice to the Contractor or subcontractor asserting the restrictive markings. The challenge notice and all related correspondence shall be subject to handling procedures for classified information and controlled unclassified information. Such challenge will —
	(i) State the specific grounds for challenging the asserted restriction including, for commercial products or commercial services, sufficient information to reasonably demonstrate that the commercial product or commercial service was not developed exclusively at private expense ;
	(ii) Require a response within 60 days justifying and providing sufficient evidence as to the current validity of the asserted restriction;
	(iii) State that a DoD Contracting Officer's final decision, issued pursuant to paragraph (g) of this clause, sustaining the validity of a restrictive marking identical to the asserted restriction, within the three-year period preceding the challenge, shall serve as justification for the asserted restriction if the validated restriction was asserted by the same Contractor or subcontractor (or any licensee of such Contractor or subcontractor) to which such notice is being provided; and
	(iv) State that failure to respond to the challenge notice may result in issuance of a final decision pursuant to paragraph (f) of this clause.
	(2) The Contracting Officer will extend the time for response as appropriate if the Contractor or subcontractor submits a written request showing the need for additional time to prepare a response.
	(3) The Contractor's or subcontractor's written response shall be considered a claim within the meaning of 41 U.S.C. 7101, Contract Disputes, and shall be certified in the form prescribed at 33.207 of the Federal Acquisition Regulation, regardless of dollar amount.
	(4) A Contractor or subcontractor receiving challenges to the same restrictive markings from more than one Contracting Officer shall notify each Contracting Officer of the existence of more than one challenge. The notice shall also state which Contracting Officer initiated the first in time unanswered challenge. The Contracting Officer initiating the first in time unanswered challenge after consultation with the Contractor or subcontractor and the other Contracting Officers, will formulate and distribute a schedule for responding to each of the challenge notices to all interested parties. The schedule will afford the Contractor or subcontractor an opportunity to respond to each challenge notice. All parties will be bound by this schedule.
	(f) Final decision when Contractor or subcontractor fails to respond.Upon a failure of a Contractor or subcontractor to submit any response to the challenge notice the Contracting Officer will issue a final decision to the Contractor or subcontractor in accordance with the Disputes clause of this contract. In order to sustain the challenge for commercial products or commercial services, the Contracting Officer will provide information demonstrating that the commercial product or commercial service was not developed exclusively at private expense . This final decision will be issued as soon as possible after the expiration of the time period of paragraph (e)(1)(ii) or (e)(2) of this clause. Following issuance of the final decision, the Contracting Officer will comply with the procedures in paragraphs (g)(2)(ii) through (iv) of this clause.
	(g) Final decision when Contractor or subcontractor responds.
	(1) If the Contracting Officer determines that the Contractor or subcontractor has justified the validity of the restrictive marking, the Contracting Officer will issue a final decision to the Contractor or subcontractor sustaining the validity of the restrictive marking, and stating that the Government will continue to be bound by the restrictive marking. This final decision will be issued within 60 days after receipt of the Contractor's or subcontractor's response to the challenge notice, or within such longer period that the Contracting Officer has notified the Contractor or subcontractor that the Government will require. The notification of a longer period for issuance of a final decision will be made within 60 days after receipt of the response to the challenge notice.
	(2)(i) If the Contracting Officer determines that the validity of the restrictive marking is not justified, the Contracting Officer will issue a final decision to the Contractor or subcontractor in accordance with the Disputes clause of this contract. In order to sustain the challenge for commercial products or commercial services, the Contracting Officer will provide information demonstrating that the commercial product or service was not developed exclusively at private expense. Notwithstanding paragraph (e) of the Disputes clause, the final decision will be issued within 60 days after receipt of the Contractor's or subcontractor's response to the challenge notice, or within such longer period that the Contracting Officer has notified the Contractor or subcontractor that the Government will require. The notification of a longer period for issuance of a final decision will be made within 60 days after receipt of the response to the challenge notice.
	(ii) The Government agrees that it will continue to be bound by the restrictive marking for a period of 90 days from the issuance of the Contracting Officer's final decision under paragraph (g)(2)(i) of this clause. The Contractor or subcontractor agrees that, if it intends to file suit in the United States Claims Court it will provide a notice of intent to file suit to the Contracting Officer within 90 days from the issuance of the Contracting Officer's final decision under paragraph (g)(2)(i) of this clause. If the Contractor or subcontractor fails to appeal, file suit, or provide a notice of intent to file suit to the Contracting Officer within the 90-day period, the Government may cancel or ignore the restrictive markings, and the failure of the Contractor or subcontractor to take the required action constitutes agreement with such Government action.
	(iii) The Government agrees that it will continue to be bound by the restrictive marking where a notice of intent to file suit in the United States Claims Court is provided to the Contracting Officer within 90 days from the issuance of the final decision under paragraph (g)(2)(i) of this clause. The Government will no longer be bound, and the Contractor or subcontractor agrees that the Government may strike or ignore the restrictive markings, if the Contractor or subcontractor fails to file its suit within 1 year after issuance of the final decision. Notwithstanding the foregoing, where the head of an agency determines, on a nondelegable basis, that urgent or compelling circumstances will not permit waiting for the filing of a suit in the United States Claims Court, the Contractor or subcontractor agrees that the agency may, following notice to the Contractor or subcontractor, authorize release or disclosure of the technical data. Such agency determination may be made at any time after issuance of the final decision and will not affect the Contractor's or subcontractor's right to damages against the United States where its restrictive markings are ultimately upheld or to pursue other relief, if any, as may be provided by law.
	(iv) The Government agrees that it will be bound by the restrictive marking where an appeal or suit is filed pursuant to the Contract Disputes statute until final disposition by an agency Board of Contract Appeals or the United States Claims Court. Notwithstanding the foregoing, where the head of an agency determines, on a nondelegable basis, following notice to the Contractor that urgent or compelling circumstances will not permit awaiting the decision by such Board of Contract Appeals or the United States Claims Court, the Contractor or subcontractor agrees that the agency may authorize release or disclosure of the technical data. Such agency determination may be made at any time after issuance of the final decision and will not affect the Contractor's or subcontractor's right to damages against the United States where its restrictive markings are ultimately upheld or to pursue other relief, if any, as may be provided by law.
	(h) Final disposition of appeal or suit.
	(1) If the Contractor or subcontractor appeals or files suit and if, upon final disposition of the appeal or suit, the Contracting Officer's decision is sustained—
	(i) The restrictive marking on the technical data shall be cancelled, corrected or ignored; and
	(ii) If the restrictive marking is found not to be substantially justified, the Contractor or subcontractor, as appropriate, shall be liable to the Government for payment of the cost to the Government of reviewing the restrictive marking and the fees and other expenses (as defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the Government in challenging the marking, unless special circumstances would make such payment unjust.
	(2) If the Contractor or subcontractor appeals or files suit and if, upon final disposition of the appeal or suit, the Contracting Officer's decision is not sustained—
	(i) The Government will continue to be bound by the restrictive marking; and
	(ii) The Government will be liable to the Contractor or subcontractor for payment of fees and other expenses (as defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the Contractor or subcontractor in defending the marking, if the challenge by the Government is found not to have been made in good faith.
	(i) Duration of right to challenge. The Government may review the validity of any restriction on technical data, delivered or to be delivered under a contract, asserted by the Contractor or subcontractor. During the period within three 3 years of final payment on a contract or within three 3 years of delivery of the technical data to the Government, whichever is later, the Contracting Officer may review and make a written determination to challenge the restriction. The Government may, however, challenge a restriction on the release, disclosure , or use of technical data at any time if such technical data—
	(1) Is publicly available;
	(2) Has been furnished to the United States without restriction; or
	(3) Has been otherwise made available without restriction. Only the Contracting Officer's final decision resolving a formal challenge by sustaining the validity of a restrictive marking constitutes “validation” as addressed in 10 U.S.C. 3785(c).
	(j) Decision not to challenge. A decision by the Government, or a determination by the Contracting Officer, to not challenge the restrictive marking or asserted restriction shall not constitute “validation.”
	(k) Privity of contract. The Contractor or subcontractor agrees that the Contracting Officer may transact matters under this clause directly with subcontractors at any tier that assert restrictive markings. However, this clause neither creates nor implies privity of contract between the Government and subcontractors.
	(l) Flowdown. The Contractor or subcontractor agrees to insert this clause in contractual instruments, including subcontracts and other contractual instruments for commercial products or commercial services, with its subcontractors or suppliers at any tier requiring the delivery of technical data.
	252.239-7010 Cloud Computing Services.
	As prescribed in 239.7604 (b), use the following clause:
	CLOUD COMPUTING SERVICES (JAN 2023)
	(a)Definitions. As used in this clause—
	“Authorizing official,” as described in DoD Instruction 8510.01, Risk Management Framework (RMF) for DoD Information Technology (IT), means the senior Federal official or executive with the authority to formally assume responsibility for operating an information system at an acceptable level of risk to organizational operations (including mission, functions, image, or reputation), organizational assets, individuals, other organizations, and the Nation.
	“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This includes other commercial terms, such as on-demand self-service, broad network access, resource pooling, rapid elasticity, and measured service. It also includes commercial offerings for software-as-a-service, infrastructure-as-a-service, and platform-as-a-service.
	“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may have occurred.
	“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse effect on an information system and/or the information residing therein.
	“Government data” means any information, document, media, or machine readable material regardless of physical form or characteristics, that is created or obtained by the Government in the course of official Government business.
	“Government-related data” means any information, document, media, or machine readable material regardless of physical form or characteristics that is created or obtained by a contractor through the storage, processing, or communication of Government data. This does not include contractor’s business records e.g. financial records, legal records etc. or data such as operating procedures, software coding or algorithms that are not uniquely applied to the Government data.
	“Information system” means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information.
	“Media” means physical devices or writing surfaces including, but not limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which information is recorded, stored, or printed within an information system.
	“Spillage” security incident that results in the transfer of classified or controlled unclassified information onto an information system not accredited (i.e., authorized) for the appropriate security level.
	(b) Cloud computing security requirements. The requirements of this clause are applicable when using cloud computing to provide information technology services in the performance of the contract.
	(1) If the Contractor indicated in its offer that it “does not anticipate the use of cloud computing services in the performance of a resultant contract,” in response to provision 252.239-7009 , Representation of Use of Cloud Computing, and after the award of this contract, the Contractor proposes to use cloud computing services in the performance of the contract, the Contractor shall obtain approval from the Contracting Officer prior to utilizing cloud computing services in performance of the contract.
	(2) The Contractor shall implement and maintain administrative, technical, and physical safeguards and controls with the security level and services required in accordance with the Cloud Computing Security Requirements Guide (SRG) (version in effect at the time the solicitation is issued or as authorized by the Contracting Officer) found at https://public.cyber.mil/dccs/dccs-documents/ unless notified by the Contracting Officer that this requirement has been waived by the DoD Chief Information Officer.
	(3) The Contractor shall maintain within the United States or outlying areas all Government data that is not physically located on DoD premises, unless the Contractor receives written notification from the Contracting Officer to use another location, in accordance with DFARS 239.7602-2 (a).
	(c) Limitations on access to, and use and disclosure of Government data and Government-related data.
	(1) The Contractor shall not access, use, or disclose Government data unless specifically authorized by the terms of this contract or a task order or delivery order issued hereunder.
	(i) If authorized by the terms of this contract or a task order or delivery order issued hereunder, any access to, or use or disclosure of, Government data shall only be for purposes specified in this contract or task order or delivery order.
	(ii) The Contractor shall ensure that its employees are subject to all such access, use, and disclosure prohibitions and obligations.
	(iii) These access, use, and disclosure prohibitions and obligations shall survive the expiration or termination of this contract.
	(2) The Contractor shall use Government-related data only to manage the operational environment that supports the Government data and for no other purpose unless otherwise permitted with the prior written approval of the Contracting Officer.
	(d) Cloud computing services cyber incident reporting. The Contractor shall report all cyber incidents that are related to the cloud computing service provided under this contract. Reports shall be submitted to DoD via http://dibnet.dod.mil/.
	(e) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in connection with a reported cyber incident shall submit the malicious software in accordance with instructions provided by the Contracting Officer.
	(f) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and protect images of all known affected information systems identified in the cyber incident report (see paragraph (d) of this clause) and all relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident report to allow DoD to request the media or decline interest.
	(g) Access to additional information or equipment necessary for forensic analysis.Upon request by DoD, the Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a forensic analysis.
	(h) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will request that the Contractor provide all of the damage assessment information gathered in accordance with paragraph (f) of this clause.
	(i) Records management and facility access.
	(1) The Contractor shall provide the Contracting Officer all Government data and Government-related data in the format specified in the contract.
	(2) The Contractor shall dispose of Government data and Government-related data in accordance with the terms of the contract and provide the confirmation of disposition to the Contracting Officer in accordance with contract closeout procedures.
	(3) The Contractor shall provide the Government, or its authorized representatives, access to all Government data and Government-related data, access to contractor personnel involved in performance of the contract, and physical access to any Contractor facility with Government data, for the purpose of audits, investigations, inspections, or other similar activities, as authorized by law or regulation.
	(j) Notification of third party access requests. The Contractor shall notify the Contracting Officer promptly of any requests from a third party for access to Government data or Government-related data, including any warrants, seizures, or subpoenas it receives, including those from another Federal, State, or local agency.
	The Contractor shall cooperate with the Contracting Officer to take all measures to protect Government data and Government-related data from any unauthorized disclosure.
	(k) Spillage.Upon notification by the Government of a spillage, or upon the Contractor’s discovery of a spillage, the Contractor shall cooperate with the Contracting Officer to address the spillage in compliance with agency procedures.
	(l) Subcontracts. The Contractor shall include this clause, including this paragraph (l), in all subcontracts that involve or may involve cloud services, including subcontracts for commercial services.
	952.204-77 Computer security.
	As prescribed in 904.404(d)(7), the following clause shall be included:
	Computer Security (AUG 2006)
	(a) Definitions.
	(1) Computer means desktop computers, portable computers, computer networks (including the DOE Network and local area networks at or controlled by DOE organizations), network devices, automated information systems, and or other related computer equipment owned by, leased, or operated on behalf of the DOE.
	(2) Individual means a DOE Contractor or subcontractor employee, or any other person who has been granted access to a DOE computer or to information on a DOE computer, and does not include a member of the public who sends an e-mail message to a DOE computer or who obtains information available to the public on DOE Web sites.
	(b) Access to DOE computers. A Contractor shall not allow an individual to have access to information on a DOE computer unless -
	(1) The individual has acknowledged in writing that the individual has no expectation of privacy in the use of a DOE computer; and
	(2) The individual has consented in writing to permit access by an authorized investigative agency to any DOE computer used during the period of that individual's access to information on a DOE computer, and for a period of three years thereafter.
	(c) No expectation of privacy. Notwithstanding any other provision of law (including any provision of law enacted by the Electronic Communications Privacy Act of 1986), no individual using a DOE computer shall have any expectation of privacy in the use of that computer.
	(d) Written records. The Contractor is responsible for maintaining written records for itself and subcontractors demonstrating compliance with the provisions of paragraph (b) of this section. The Contractor agrees to provide access to these records to the DOE, or its authorized agents, upon request.
	(e) Subcontracts. The Contractor shall insert this clause, including this paragraph (e), in subcontracts under this contract that may provide access to computers owned, leased or operated on behalf of the DOE.
	952.208-70 Printing.
	As prescribed in 908.802, insert the following clause:
	Printing (APR 1984)
	The Contractor shall not engage in, nor subcontract for, any printing (as that term is defined in Title I of the U.S. Government Printing and Binding Regulations in effect on the effective date of this contract) in connection with the performance of work under this contract. Provided, however, that performance of a requirement under this contract involving the duplication of less than 5,000 copies of a single unit, or no more than 25,000 units in the aggregate of multiple units, will not be deemed to be printing. A unit is defined as one sheet, size 8 1/2 by 11 inches one side only, one color. A requirement is defined as a single publication document.
	(1) The term printing includes the following processes: composition, plate making, presswork, binding, microform publishing, or the end items produced by such processes.
	(2) If fulfillment of the contract will necessitate reproduction in excess of the limits set forth above, the Contractor shall notify the Contracting Officer in writing and obtain the Contracting Officer's approval prior to acquiring on DOE's behalf production, acquisition, and dissemination of printed matter. Such printing must be obtained from the Government Printing Office (GPO), a contract source designated by GPO or a Joint Committee on Printing authorized federal printing plant.
	(3) Printing services not obtained in compliance with this guidance will result in the cost of such printing being disallowed.
	(4) The Contractor will include in each of his subcontracts hereunder a provision substantially the same as this clause including this paragraph (4).

